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Preface
Responding to unexpected events, whether natural or man-made, is the great
challenge facing the United States today. In the wake of the attacks of September
11, 2001, our nation is redirecting immense resources towards, among other things,
improving our ability to respond to and recover from such events.
Government agencies already have significant mechanisms in place for managing a
wide range of disasters; e.g., earthquakes, hurricanes, disease epidemics, and
accidental releases of toxic or radioactive substances into the environment.
Considerable investments have been made, by the NSF and others, in research to
deal with such catastrophes. However, the kinds of events now being contemplated
are different. Severe new problems arise when an event occurs that is so rare and
damaging that it outstrips preparations, plans, and human and material resources.
The nature of these unexpected events is such that it hampers assessment and
recovery efforts beyond what we experience in common natural disasters.
In the face of this new situation, the Information Sciences Institute of the University
of Southern California conducted an NSF-sponsored workshop February 27–March 1,
2001. The workshop brought together a group of researchers from across relevant
academic disciplines together with representatives of agencies and organizations that
are intimately involved in crisis response, including veterans of the 9/11 effort. The
goals of the workshop were to begin understanding and developing the new
technical, social and policy requirements for responding to unexpected events, and to
do so in a manner that will transform our society into a one that is more resilient and
secure.
The deliberations and conclusions of the workshop are detailed in this report. In
summary, through investing on the order of $300M per year, we believe that the NSF
could apply enormous influence and leadership for our nation by mounting a
balanced R&D program that would engage the critical federal, state, regional and
local governments, agencies and non-profits to address urgent issues in homeland
security involved in responding to the unexpected.

Yigal Arens

Paul Rosenbloom
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Responding to the Unexpected
Marriott Financial Center Hotel
New York City
February 27–March 1, 2002
I. Executive Summary and Overview
Motivation for the Workshop
Responding to unexpected events, whether natural or man-made, is the great challenge
facing the United States, as evidenced during the horrific terrorist attacks of September 11.
One of the most difficult aspects of events such as 9/11 is that they are fundamentally
unanticipated. It is not simply their precise nature or timing that surprises; major
components of such events fall entirely outside the range of the planned capabilities of the
organizations tasked to deal with them.
The issue is not a lack of preparedness. Government agencies have significant mechanisms in
place for managing a range of natural and man-made disasters; e.g., earthquakes,
hurricanes, disease epidemics, and accidental releases of toxic or radioactive substances into
the environment. Considerable investments have been made, by the NSF and others, in
research to deal with such catastrophes. However, severe problems hamper assessment and
recovery efforts when an event occurs that is so rare and damaging that it outstrips
preparations, plans, and human and material resources. A society of limited resources cannot
afford to have a prepared response for every conceivable disaster. Simply trying to identify
every catastrophic scenario would be prohibitively expensive, and ultimately, doomed to
failure. Unplanned-for low-probability, high-impact events with significant system-wide
effects thus will occur, despite our best efforts to prevent them. However, new developments
make it possible to create policies, general infrastructure and capabilities that are adaptable
instantly to any threat.
With NSF support, USC/ISI convened a workshop that focused on new developments in
information technology (IT), engineering, and social science. These research developments
make possible the dynamic construction of highly effective virtual organizations that can
respond at the instant of disaster. The workshop brought a small group of leading
researchers from across relevant academic disciplines together with representatives of
agencies and organizations that are intimately involved in crisis response, including veterans
of the 9/11 effort. The goals of the workshop were to begin understanding and developing
the new technical, social and policy requirements for responding to unexpected events, and
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to do so in a manner that will transform our society into a one that is more resilient and
secure. To that end, the workshop addressed several major questions, including:
1. Assessing the state of the art in crisis response, with particular attention to recent
disasters;
2. Setting an agenda for the new research in IT, engineering, and social science;
3. Establishing testbeds or other modalities for the investigation, development,
integration, and evaluation of new capabilities, and,
4. Transferring new technology, policy and systems to the operational community.

Workshop Background and Goals
Responding to the unexpected (RUE) falls squarely within the NSF’s mission, as defined in
The National Science Foundation Act of 1950:
•
•
•

To promote the progress of science;
To advance the national health, prosperity, and welfare; and,
To secure the national defense.

While the workshop concentrated its efforts on the identification and immediate response
phases of unexpected events, that focus by no means is intended to exclude further inquiry
into other aspects. Crisis response is integrally intertwined with preventing, mitigating,
planning for, recovering from, and evaluating disaster. With improved prevention and
mitigation, fewer extreme events might take place; proper response requires preparedness,
and a good response sets the stage for recovery. Investigating all phases of the process, and
their interdependencies, merits further research.
While 9/11 is on everyone’s minds, much can be gained by looking for common threads
linking deliberate attacks to natural and accidental disasters. Many elements of disaster
response span unexpected events of all kinds. Taking into account the very real possibility
that adversaries may seize opportunistically on natural disasters to further their nefarious
plans, a seamless and integrated approach to all disaster appears essential. Luckily, new
developments make it possible to create general infrastructure and capabilities that are
adaptable almost instantly to all unexpected events, easing reliance on extraordinary and
heroic rescue efforts, and ultimately reducing human casualties and material damage.

Scoping the Response Problem
As a first step in understanding the nature of the response problem, the workshop selected a
range of historical events that were “unexpected” for analysis by practitioners in the disaster
response community and members of the academic community. Three categories of events
were investigated: 9/11; Three Mile Island, and other failures in complex man-made
technological systems, such as electrical grids, and, earthquakes, with a focus on recent
events in California and Turkey.
The workshop quickly determined that coping with an unexpected event places extreme
policy and technical stresses on responding teams, because of the following special
demands:
The response must be quick and effective
Search, rescue and evacuation of casualties and population in potential danger
are the first priorities. Balancing competing demands for attention and resources
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is difficult, given the immediate danger, coupled with the potential for ancillary
damage and loss of life.
The response must be flexible and adaptive
Stopgap organizations and infrastructure must be assembled from shifting
personnel and resources. Circumstances are often unclear and priorities are ever
changing. A way must be found to assimilate swift changes in plans and
organizations without losing sight of the primary mission.
The response must be coordinated
The responding organizations will be both private and public, from the federal,
state and local levels. Ad hoc groups will form and dissolve across organizational
boundaries. Coordination will have to span communities, organizations and
disciplines, drawing in both official responders and members of the community,
without losing coherence.
The response must be well-informed and principled
Accurate information in general, and integration of information from different
sources and agencies in particular, are pressing needs. Comprehensive
background and base-line information must be made available quickly to the
relevant decision-makers and the public, as appropriate. Up-to-date status
information must be pushed to those who need it. Information must be collected
and sorted, and the interested parties must be identified and alerted. At the
same time, adequate privacy and civil rights protections must be in place.

Research and Development Drivers
The exigencies typical of unexpected disasters suggested several general research and
development drivers for the future. The broad drivers were translated into specific research
problem areas in a number of scientific disciplines
The drivers include:
A. At the instant of disaster:
1. Creating ad hoc organizations with personnel drawn from any number of existing
organizations and with responsibilities that may not completely match their previous
training and duties. Virtual organizations must be supported in which these ad hoc
organizations are teamed with, and augmented by, automated agents.
2. Quickly assembling sensor and communication networks that will support voice calls
among responders and transfer of data among sensors and systems. The goal of the
networks is to create total, up-to-date situation awareness for everyone.
3. Immediately putting in place reliable planning and execution processes.
4. Creating resource and personnel pools that integrate contributions from different
agencies, organizations and communities, across sectors and jurisdictions.
5. Transparently integrating information from multiple sources in a secure manner that
allows data to be authenticated and validated.
B. Prior to the event:
6. Making the power, water, transportation, communication systems and other
infrastructure resilient and adaptable to quickly changing situations and needs.
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7. Creating policies and jurisdictional boundaries and restrictions that can accommodate
emergency situations (such as law enforcement overrides).
8. Establishing clearinghouses with archives of experiences in—and research about—
past unexpected events, both natural and man-made.
9. Setting up background repositories of information and simulations covering the
physical, geographical, informational, organizational, social, and behavioral aspects
of critical event types, and the environments in which they are likely to occur.
C. General support for research, development and result transfer :
10. Developing a broad multi-disciplinary research agenda, with both short-term and
long-term goals, in close cooperation with user communities.
11. Establishing and maintaining close interaction across research discipline, sector and
organizational boundaries.
12. Evaluating the practicality, efficacy, cost-effectiveness and legality of proposed
approaches, with an emphasis on how to overcome obstacles to best practices.
13. Supporting multiple research modalities, including individual researchers, multiple
investigator efforts, and focused and national centers.
14. Creating testbeds within which proposed policies and technologies can be evaluated
and integrated.

Recommended Research Areas
Because of the complexity of the unexpected event response problem, workshop participants
found a multi-pronged research effort to be essential. Six research directions, each
encompassing overlapping academic disciplines, were identified, including:

Area 1: Infrastructure and Its Protection
Monitoring technologies: Emerging sensor technologies have opened the door to more
sophisticated monitoring systems that can not only help assess vulnerability and damage, but
set priorities on protection of facilities and services. Surveillance and monitoring technology
may also be useful for expediting and improving the efficiency of commodity and traffic flows
in and out of disaster areas.
Critical infrastructure: While all infrastructure serves some purpose, some elements are more
critical than others. More research is required to develop appropriate concepts of criticality
that address both system complexity and interdependencies within and between systems, in
conjunction with damage risk and vulnerability.
Transportation infrastructure: The critical importance of the transportation system in enabling
effective response to unexpected events demands special targeted research on moving
people and supplies in and out of impacted territory.
Infrastructure performance and response outcomes: Since most unexpected events will be
highly complex, and the response therefore sequential, research is required to understand
how infrastructure performance impacts decision-making over time.

Area 2: Risk Analysis
Taxonomy: Development of a standard taxonomy for risk analysis is needed.
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Randomized Strategies: A deterministic nature of a system’s operation leaves it vulnerable to
attack. Research into randomizing operations to thwart saboteurs could lead to considerable
mitigation of threats.
Regulatory Structure: We must understand the relationship between regulatory structures on
the federal, state and local levels and the recovery process. We must ensure that regulatory
structures are flexible and do note impede one another or recovery efforts.
Decision-theoretic Data Analysis: We must do research to join the currently separate
disciplines of “relative frequency probability” and “Bayesian analysis” into a unified field of
risk prediction that is up to the task of evaluating a terrorist threat that is constantly shifting
under our feet.
Cascading Causal Mechanisms: An earthquake or flood can trigger a cascade of other serious
disruptions, such as fires and explosions, whose destructive capacity may far outstrip the
initial disaster. We need to undertake research into the dynamics of cascading processes so
we can create near-optimal, adaptive intervention strategies that will mitigate the risk of
damage from disruptions tertiary to the main event.
Decentralized Decision-Making: The collective actions of many local decision-makers often
determine the outcome of emergency response, even in the presence of a central command
structure. Research needs to address the system effects of local decision-making and to
design rules of engagement for local decision-makers so their contributions count. Research
is also needed to understand the effects of distributing responses across social, economic
and political lines, so that no one group inadvertently bears an unfair burden.

Area 3: Organizational Response, Support and Integration
Formation: We must study how heterogeneous ad hoc organizations are formed, how
members are chosen and how membership discipline is enforced.
Structure: The best organizational structure for disaster response, and the optimal balance of
distributed v. centralized leadership, must be identified. Another important research question
is how structure changes over time in response to organizational goals and requirements.
Operation: Research into what makes coordination and interaction within a heterogeneous
organization effective is an important goal. Other key questions include how tasks can best
be allocated and progress tracked, and how the inclusion of automated agents alters
decision-making.
Multi-Agent Collaboration: We must develop team coordination algorithms for automated
participants in a virtual organization. Key questions include setting limits on agent autonomy
and authority, and modifying agents to accommodate human participation. Simulation
capabilities must be developed to test multi-agent system strategies, response tactics and
organizational characteristics.
Distributed Resource Allocation: Automatic, dynamic, distributed resource allocation is
essential to ensuring that human/agent organizations can operate on a large scale in real
time.
Pedagogical Agents: Research on computer-aided instruction and pedagogical agents is
crucial to make sure response participants learn their roles and how to fill them.
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Area 4: Policy, Jurisdiction and Regulation
Standardized Case Analysis: Research into the policy implications of unexpected events
should focus first on standardized case studies of a wide variety of past disasters. The case
method captures the social, economic, and political contexts of these rare events, as well as
the complex interactions of multiple actors involved in response. Focal points for the research
include the nature of the event; planned and unplanned response capabilities; assumptions
made about the event; pre-existing policies and policy regimes and how they affected the
response, and the nature of the responding governmental and other structures and their
impact.
Meta-model Development: Case study results and cross-case analyses should be used to
create a meta-model that could be used to simulate and study the effects of various policy
frameworks on the ability of communities and institutions to respond to unexpected events.
The meta-model could also be used to simulate hypothetical events and policy alternatives to
understand how policies in place at the time of an event influence the effectiveness of the
response.

Area 5: Information Management
Information Collection: It is important to extend existing information gathering and
provisioning channels, so as to maximize the chance that at an unexpected event, online
information providers (both sensors and humans) are already present and connected.
Research is required to make information provisioning ubiquitous, mobile, and structured to
handle vast amounts of data.
Information Fusion and Validation: Research on information typing, conversion,
standardization, recognition, validation, and interpretation is paramount to meet the
challenge of unexpected events. Estimation of data quality and completeness, and meta-data
alignment, are other essential research areas.
Information Presentation: Research is needed on developing better visualization tools and on
automatically creating plots, maps, summaries and other visual presentations to better
convey numerical and text information during a disaster.
Information Access: Preparation of emergency policies and protocols for information access is
vital, as well as guidelines for producing such policies on the fly. Temporary authentication
and validation policies, bookkeeping methods for compromised data, and methods for
integrating sensitive and non-sensitive data from multiple sources are also necessary.
Information Exploitation: We should develop methods for the identification and extraction of
additional information in large corpuses as dictated by the nature and circumstances of the
crisis event. Methods for organizing collected information as events unfold, including
simulation combined with data extraction, enhanced/combined GIS, information extraction
tools, data mining, text mining and link analysis, should also be explored.
Information Tailoring: Automated information filtering in accord with real-time needs, tasks
and priorities should be researched. Developing a better understanding of attention
management, particularly under stress or in crisis situations, is vital.
Metadata Representation: Research is crucial into methods for representing security and
privacy-related characteristics of information, such as classification status, ownership,
property and use rights. Similarly, representing freshness/staleness, quality, trustworthiness,
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completeness and pedigree of information is a pressing need. Developing methods of
encoding comments, annotations and observations by users regarding stored data would be
invaluable.
Consequences of Information Creation and Storage: Understanding the economic and policy
implications of the creation and utilization of particular databases is important.

Area 6: Networking and Communication
Communication Resilience: Increased quality in emergency communications systems, for both
voice and data transmissions, is essential. Enhancing compatibility between competing
emergency communications systems through the development and enforcement of software
and hardware standards is one possible strategy. New technologies, architectures and
operational concepts are needed that result in communications that are rapidly deployable,
self-assembling and self-configuring, highly adaptive and opportunistic in their resource
usage. Understanding the design principles, concepts and solutions for the reconfiguration of
communications networks that can sustain and contain the impact of disasters and attacks is
the central mission.
Sensor Networks: We must develop the ability to form ad hoc networks of components from
communication nodes that survive an unexpected event, and the capacity to drop compatible
nodes in as needed. The ability to deploy and obtain telemetry from sensors in advance of or
during a crisis event, and the development of embedded pre-deployable sensors that are
activated on demand, or by a designated trigger event, are other technological advances
within our reach.
Rule-based Systems Security: Designing security policies and a framework for policy
management that will allow necessary access to systems and data in previously unplanned
ways, and by persons and systems not normally permitted to do so, is a big need.
Communications Infrastructure To Support Emergency Response: We need to understand the
design principles, concepts and solutions for the configuration of permanent communications
networks that can withstand disasters and attacks and limit their impact on network
functionality.
Grid Technologies: Converting distributed and heterogeneous sets of computational
resources  such as cycles, networking, storage, data, knowledge, and instruments  into
shared pools of resources that are uniformly accessible in an integrated and flexible manner
is an important goal.
Heterogeneous and ad hoc Wireless Infrastructure: Methods for integrating the diversity of
wireless access into a single transparent communications system are needed.

Implementation Strategies
A successful program will require the right mix of performance modalities and support
modalities. The best approach will be multi-pronged, and will include:
-

Studying what has come before and inventing possibilities for the future;

-

Investigating critical research problems and building and evaluating large-scale systems;

-

Working both in simulations/testbeds and in the real world;
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-

Satisfying the short-term needs of the operational community while continuing to pursue
critical long-term research;

-

Bringing operational personnel into the research setting and, conversely, transferring
research results back to the operational setting;

-

Training responders, educating students, and communicating with the community at
large;

-

Working with both unclassified and classified aspects of the response environment, and,

-

Focusing on response but also looking more broadly into all of the many facets of
unexpected events (prevention, mitigation, planning, response, recovery, and post-event
evaluation).

Recommended Performance Modalities
Three aspects of the suggested performance modalities merit particular discussion:
Building and evaluating large-scale systems
We need large-scale systems for responding to the unexpected more akin to the
Department of Defense’s (DoD) Research and Development efforts than the
traditional NSF model. Developing such systems will require the NSF to provide
the levels of funding, and support for full-time R&D personnel, of comparable
DoD efforts. Universities will have to begin valuing the work that is done, and the
group activity it involves, in evaluating research personnel.
Working in simulations/testbeds
Simulations and testbeds are critical for understanding the complex interactions
that occur during unexpected events and their cascading consequences, within
and between various technologies and infrastructures, policies and procedures,
organizations and individuals, and between plans and real-time decisions. A
pressing need is developing large-scale simulations and testbeds that integrate
enough of these critical factors to provide a good look at the complex
interactions among them.
The operational and research communities
The cultures of the operational community and the research community need to
change if the two groups are to work together—as they must—on these critical
problems. While not losing sight of their core missions—responding to critical
events and performing groundbreaking long-term research, respectively—the two
communities must begin dismantling the wall that separates them. This will
require finding ways to free up operational personnel to spend time in research
laboratories, and to send research personnel into the field to observe real-life
problems first-hand. Beyond providing support and resources, additional research
on how best to bring the two groups together is needed.

Recommended Support Modalities and Levels
Grants to individuals and small-to-medium sized groups would support a range of the best
individual researchers and interdisciplinary research groups in focused efforts to investigate
and draw lessons from past experiences, and to develop and study new policies, procedures,
organizational structures, technologies, and systems. At traditional NSF funding levels for
individuals and group proposals, we estimate a funding level of between $20 million and $70
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million annually for approximately 100 individuals and 40 small-to-medium sized groups. The
upper ends of the funding ranges are to enable serious investigations of large-scale systems.
Centers provide a means of developing broad, integrated visions and of supporting larger
efforts to bring together a diversity of participants from across academic disciplines and
institutions, government sectors (federal, state, and local), communities, industry, response
agencies, and non-governmental organizations. Centers would have the scope and duration
to take the lead in providing coordination and continuity, in identifying strategic research and
development directions, and in developing open architectures and standards. Full-time staff
and access to both the operational community and society at large would enable the Centers
to develop, test, integrate, and evaluate new capabilities in realistic settings. The Centers
could also be expected to develop and house simulations, testbeds and knowledge
clearinghouses for use both by themselves and by the broader community, and to provide
continuous education, outreach, training, and transfer of technology to the full panoply of
relevant communities. It is essential for the Centers to not only incorporate key players from
all relevant communities as central participants, but to reach out to the broader membership
of the communities outside their doors.
Two types of Centers should be created: a relatively large number, 20–30, of Focused
Centers and a very small number, 2–3, of National Centers.
Focused Centers would hone in on particular geographical areas, types of unexpected events,
or classes of technical or social issues. A number of such Focused Centers already exist, but
others will need to be created. A Focused Center would require $5 million to $10 million per
year.
National Centers would encompass a menu of capabilities comparable to those provided by
several Focused Centers; however, they would also be uniquely responsible for the largestscale and most crosscutting activities, coordinating and integrating across the Focused
Centers and individual/group grants. They would establish partnerships to enable the sharing
of resources, knowledge, and systems; develop large-scale simulations, testbeds, knowledge
repositories, and set research and development directions that integrate the contributions of
multiple Focused Centers and grants. They would also coordinate the participation of—and
education, training, outreach, and technology transfer for—the full range of stakeholders.
Each National Center would require funding of $20 million to $30 million per year.
Putting it all together, the grand total of recommended support is $162 million to $460
million per year. We strongly recommend that the National Science Foundation support such
a balanced program to provide the nation with the capabilities it so desperately needs to
effectively respond to the unexpected.

II. Unexpected Event Investigations
Case 1: Events of September 11, 2001
The events of 9/11 and their extreme effects are all too familiar, yet any characterization of
what transpired cannot possibly capture the full emotional turmoil and ripple effects felt
throughout the world.
About 50 people participated in the workshop discussion of the 9/11 case, focusing on the
role of information technology, and other cross-cutting research directions, in disaster
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response. The following brief introduction to the 9/11 Case is intended to (1) Set the stage
for understanding the unexpected nature of the event and how this shaped the immediate
responses to it; (2) Identify issues raised by or in the context of the crisis response
community, and, (3) Identify issues raised by or in the context of the research community.
Key issues identified include:

_

Pin-pointing, replicating and transferring models of what worked;

_

Finding new ways to respond, and,

_

Understanding the role of the interdisciplinary science of organizations.

1. Unexpectedness of the Event and its Effect on Immediate Responses
The events of 9/11 were hardly anticipated from almost any historical frame of reference,
primarily because of the origin of the attack and the magnitude and severity of its
consequences. Precursors for 9/11 were rare or nonexistent, such that the nation
experienced an almost total lack of anticipation or planning, viz.:

_

The invasion of mainland U.S. by a foreign entity was largely unknown prior
to 9/11, and the attacks that had occurred never inflicted damage of the
9/11 magnitude. No intentional act of any kind had ever wreaked so much
destruction on a building on U.S. soil.

_

Accidental destruction of that magnitude was also unknown. In fact, one
participant in the workshop pointed out that looking at previous incidents
may have been counterproductive. The B-25 bomber that struck the 79th
floor of the Empire State Building without felling it in 1945 may have led the
designers of the WTC to assume that the building would survive being hit by
an airplane.

_

The number of deaths of civilians and emergency workers surpassed that of
any known catastrophe in the U.S.

_

The deliberate breach of air security at multiple points and levels to promote
a terrorist act was also unheard of.

All told, there was little precedent for expecting the events of 9/11, and little impetus for
building a preparedness structure, even though, in hindsight only, we might have been
forewarned by the bombing of the WTC in 1993 and the bombing of the Federal building in
Oklahoma. In fact, government institutions, the private sector, and any combination thereof
exhibited behavior indicating how far off the radar screen the event was:

10

_

The response capacity both individually and collectively was inadequate, and
support services were overwhelmed.

_

The response effort relied largely on ad hoc, independent heroic action,
though in some respects previous protocols for support services did
contribute to response and recovery.
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_

Information and communication systems failed at the outset to provide the
services upon which designated response teams had come to rely.

2. Issues from the Crisis Response Community
a)

Information Technology’s Role in 911 Response

(1) Information and the supply chain
Critical questions are still unanswered about the role of information technology
and the effective deployment of supplies to meet the immediate needs at the
9/11 disaster scene. How was information technology redirected to Ground Zero
in order to enhance the delivery of supplies? What are the lessons for the future
deployment of information technology in times of crisis? What are the issues
associated with that deployment?
Some of the partial responses the workshop came up with include:

_

If buildings and their services are information technology-based and
controlled, then when a crisis emerges, supplies can be pre-positioned and
better deployed to speed the response. The supplies include human
resources and technology; the information technology should be designed to
integrate everything. Effective information technology-based deployment of
key services and supplies could act as a strategic deterrent, should terrorists
and saboteurs know of its existence.

_

Information technology unfolds over time; the optimal sequencing for
information technology preparedness needs to be identified. Maintaining
accuracy is critical as the situation changes rapidly when a crisis is unfolding.

_

Information technology can be used to manage donations and donation
distribution, which was problematic during 9/11.

_

Multi-cultural awareness is critical in getting information out to specific
communities. Researchers must look into not only what information is
distributed, and how, but into tools that can get information past cultural
barriers.

_

Generators and recipients of supplies must be incorporated into crisis
management logistics, for example relief workers, residents and volunteers.

(2) Communication and information infrastructure
Information infrastructure and communications must work hand in hand. Technology and
facilities for communication must be appropriate and available. Information infrastructure has
to be interoperable by design with other physical systems, users and institutions. We need to
evaluate what failed and what worked in 9/11 communications. Contingency plans are
critical; a key question is how such plans develop from a design and user standpoint. Mobile
communications played a critical role in 9/11, not only in voice communication but also in
getting data back from the field, and in urban risk assessment.
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The timing of information is critical: we need the right information at the right time in the
right place. In disasters, one needs to spot problems instantly. Everyone needs to know who
the players are and what they need. We also need to be able to monitor the effectiveness of
communications as we go.

(3) Data
A number of issues arose in connection with the relationship of data to the communication
and information technologies that support it:

_

The scale of the data is a key question. Some participants felt that since all
politics is local, data should be supplied and updated locally;

_

A knowledge base for compiling the predictable aspects of extreme events is
sorely needed;

_

Data interoperability is as important as systems interoperability;

_

Data should be complete, accurate and private. Accessibility via data mining
or other techniques has to be tailored to the conditions at hand;

_

Responders should be able to manipulate data to diagnose the situation,
even in the face of ambiguous information and uncertainty;

_

The data security system, designed to protect the public, needs to be
brought back into greater alignment with the information technology base,
and,

_

Environmental information, in particular building technology, is a key feature
of the database.

(4) Public information
Any disaster response team must begin by acknowledging that the public is part of their
group. Plans should accommodate getting and receiving information from community
members. Environmental information, such as the nature of urban spaces, and how they are
viewed and protected, must be disseminated to the public. For example, people need to
understand the effect of urban canyons on wind speed. Infrastructure rests on geology, so
the work of U.S. Geologic Survey should be made known.
b) “Orgware”

Orgware is needed to foster intergovernmental coordination and partnerships. Some at the
workshop suggested that government needs to be leveraged to provide a single point of
contact and coordination for understanding technology. The players, both public and private,
have to be identified.
During the 9/11 response, getting supplies into ground zero depended on highway
configurations, the types of vehicles available and their conditions, and other factors. This
nesting of processes is both an operational and a design issue, and how well it works is
critical to securing public confidence.
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Orgware is also needed to set priorities during a crisis. An example of how not to do it is if
Con Edison decided during emergencies who should get power. Con Ed should let decisionmakers know where the power facilities are, then get out of the way.
c)

Response

Categorizing victims is an important early step in disaster response: i.e., in 9/11, there were
the economic victims, e.g., the small businesses; the people throughout the country who
witnessed the traumatic attacks on television, and the people trapped in the collapsing
buildings. The response effort must be able to quickly identify and sort victims, and to zero in
on those likely to become victims, whether because of cascading disasters or their own
behavior. There will always be a tradeoff between investigation and saving lives. We need to
decide where the line should be drawn: when lives are at stake, should one forget about
collecting evidence of crimes?
Understanding the nature of the response and who responded is critical. The people who
save the most lives are the ones who are there—the so-called “occupant responders”. In
9/11, the people reacting to the first hit were critical in saving lives. Typically, buildings are
evacuated group by group, but in 9/11 this didn’t happen—why not? In the opinion of one of
the workshop participants, the Urban Search and Rescue (USAR) teams don’t save victims—
that is left to the community on site when the disaster erupts. But occupant responders need
systems by which to plot their course, lest they end up being victims themselves.
d) Education is Needed to Serve Orgware, Communication, Public Information
e)

Scope and Problem Definition

The first step in a crisis is defining its scope. In the case of the attack on the WTC, two
planes hit two buildings, the buildings collapsed, and there was a toxic dust problem. These
are all interconnected events, yet each spawned its own separate crisis.
Disaster management breaks down into two main areas: deterrence and prevention
(hardening the target) and response (what you do if the first two fail). Uncertainty is the
rule, increasing the difficulty of making accurate diagnostic judgments and predictions, of
deducing cost-benefit equations, or of evaluating false positives or negatives. The uncertainty
creates a diffuse screen that shapes the priorities, and the definitions of the priorities.

3. Research Issues Derived from Community Response Concerns
Our research recommendations are predicated on an assumption that there are new ways to
think about disasters. We feel the research should go after generic problems and issues,
rather than geographic- or incident-specific questions, and come up with solutions that can
be adapted to small government organizations with limited resources.
The following list of research questions, by topic, was derived from issues raised by the
response community:
Orgware

(1) How can orgware be developed that can overcome significant barriers?
The problem is how to design orgware to deal with the overwhelming complexity of disaster
response. One important principle is to make teams adaptive. Organizational redundancies
must be built in, and the teams must be able to reconfigure dynamically.
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(2) Information to support orgware
Information is valuable and no one has all of it. Too much information is as bad as too little.
What is the best format for information, and how can the trustworthiness, privacy and
ownership of the information be ensured? What is really needed from information? After
looking at raw facts, can you act on them, then return the data and the action you took to
the information system for reprocessing? Where do you get information, and how long is it
good? At what point does information become too much of a good thing?
Improvements in monitoring technology are vital as a basis for improving information, but
the cost of building whole new systems can be prohibitive. Research is needed on expanding
existing systems to meet the needs.
Information transfer is another big question mark. How do we identify how to communicate
the things people need to know? What if necessary information is not known? Can we
document what we know now, and get it to responders? And would it help?

(3) Future designs
Self-sustainability is key. We need to redesign the future so it is always ready. Can we figure
out what is currently out there, and can we ascertain what part of the system can be
configured so we can reconstitute it when we need it?

(4) Decision-making
Decision-making is a key part of orgware. Some of the areas in which decision-making
research is needed include:

_

Informed, collaborative decision-making under stress. How do emergency
management personnel respond and make decisions under pressure? Of
note here is the experience of the Air Force, which has found that most
accidents are due to a communication breakdown.

_

Operational dynamics of coordination and execution of decisions.

Case 2: Event of Three Mile Island and Other Complex System Failures
The study of nuclear events was broadened to include response to problems in other
complex man-made systems, including electric power grids (“blackouts”). A recent meeting of
the National Academy of Engineering addressed related critical infrastructure issues and
workshop participants were briefed on the NAE meeting by one of the participants, Jim Thorp
of Cornell University. We also discussed unexpected failures in gas pipeline networks and
chemical systems.
We decided to leave questions of nuclear plant safety and emergency plans to the
Department of Energy, focusing instead on unexpected nuclear events, as well as power grid
failures. Lending immediacy to our study was a New York Times report coinciding with the
workshop that intruders had attempted to hack in to electrical utilities’ computer systems,
perhaps to assess vulnerabilities.
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1. Response Problems During Nuclear Events
The current climate for nuclear energy is very different from that of 1979, when the Three
Mile Island accident occurred. That incident resulted from human failure, compounded by
miscommunication among the operators, the local authorities, and the media. (See Crisis
Contained, The Department of Energy at Three Mile Island, by Philip L Cantilena and Robert
C. Williams, 1982). In response, operator training to handle unforeseen emergencies has
been pumped up (http://www.uic.com.au/nip48.htm), and as a result of public fears, several
nuclear energy plants have been decommissioned.
The events of 9/11 raised new fears about nuclear vulnerability, however. Although reactor
containment vessels were built to withstand substantial impacts, they may not have been
designed to survive being directly hit by fully loaded jumbo jets. We must find out the margin
of safety built in to the various facilities. Another important question to answer is how well
spent fuel pools are guarded. The pools are more exposed in some nuclear facilities than in
others; a loss of pool cooling could lead to a nuclear incident. These issues are currently
being considered by the Nuclear Regulatory Commission and reactor operators, and thus may
not qualify as unexpected, or appropriate for NSF review.
Now that it appears nuclear waste will be shipped for long-term storage to Yucca Mountain,
Nevada, a more pressing concern may be how we are going to protect the thousands of
truck and rail shipments of high- and low-level nuclear waste criss-crossing the nation. Given
1
the sheer volume of waste, it is likely that there will be derailments and traffic accidents.
Because the shippers (either private companies or the Department of Energy) will need to
notify the local and state authorities of the time and place of each shipment, logistics will be
at least semi-public knowledge. As first responders, thousands of municipalities will need to
have emergency plans for air, ground, and water contamination, as well as evacuation. Most
of those municipalities are unprepared for such disasters and most likely would not handle
the first few hours in the optimal way.
Of course, preparation and prevention of nuclear accidents is preferable to after-the-fact
response. The shippers could be required to send out decoy shipments randomly, and to
withhold from state and local officials when and where the real nuclear materials are.
However, this tactic would increase how many municipalities would have to be on their
guard, and how often.
The NSF should support research on:

_ Broad emergency plans that could be tailored to the local resources,
infrastructure, and hazards;

_ How local municipalities can use advanced networking to learn about the

latest disaster monitoring and amelioration technologies. Research is also
needed on keeping the networks up when standard communication links go
down;

_ Gathering information in advance, and grabbing it as the event unfolds. At a
minimum, computerized three-dimensional plans of all facilities in the local

1

Although Sandia Laboratories has tested some of the nuclear casks in simulated accidents, and they
have withstood the impacts, local municipalities will still need/want disaster plans.
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regions should be available via real-time wireless networking to hazmat and
fire trucks;

_ Communicating with federal and state agencies, who are serving as national
“reach back” information resources. Issues of secure data, and system and
network interoperability, need to be addressed for all government agencies;

_ Communicating specific knowledge of a given event to all responders. This
will involve rapidly configuring a comprehensive command-and-control
system that effectively coordinates the responders during the first crucial
hours/days before FEMA is established on site.

2. Response Problems During Electric Power Blackouts
Many studies have been conducted on the anatomy of electric power blackouts, making grid
problems a rich research area. Blackouts are characterized by a sequence of events triggered
by a relatively localized, low-probability disturbance within a complex network system. The
disturbance itself is almost impossible to predict, but when it happens, it has to be identified
and dealt with as quickly as possible, either through automated reactors and controllers, or
through assisted decision strategies. The response must be in real time, and geared to
minimize the effects of the triggering event on the surrounding system.
Research problems associated with blackouts include:
a)

The Problem of Identifying the Abnormal Mode

In the typical blackout, a “hidden” failure of a local protective relay disconnects a
transmission line within a very complex, not easily observable network, in an automated, preprogrammed way. This triggers the malfunctioning of several other nearby protective relays
and directly connected transmission lines. Once the lines and relays go down, a real overload
occurs because the diminished network topology is no longer capable of carrying the normal
amount of power. Only at this point does the system operator become aware of an
abnormality. A serious task-oriented problem here is that centralized (top-down) control of a
complex network cannot detect abnormalities before they set off cascading troubles. This
problem, of identifying an abnormality in time to do something about it, is common to many
unexpected events in complex network systems.

_ Research is needed to develop intelligent self-detection mechanisms for

system components, so the Control Centers can be alerted at the first
glimmer of a problem. The signaling could be done in real time, perhaps
using multi-agent systems technologies. Decentralized adaptive network
estimators also need to be developed.

b) The Problem of Malfunctioning of Automated Controllers and Protective Devices

Generally speaking, the logic of locally distributed automated controllers and protective
devices in power grids is very rigid and overly conservative. The workshop studied the case
of a relay that “failed” due to a positive false alarm, disconnecting a transmission line, which
led to a major system-wide failure. One can only shudder at the prospect of a terrorist attack
combined with a relay malfunction.

_ Research is needed to provide system-wide protection for power grids, while
shielding individual pieces of the system. The research should explore
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distributed control of nonlinear hybrid systems, computer algorithms for their
implementation and fast area-wide communication techniques.
c)

The Problem of Interactions of Human Decision Makers with Technical Responses

It is extremely difficult for a person to ascertain what is different in a drastically new situation
when it diverges from normal operating conditions. The workshop’s case study involved a
system operator in the Control Center, who faced with a major blackout, assumed otherwise
normal system-wide status regarding the amount of power flowing to Canada from New
York. This human problem is a typical in major blackouts, and also contributed to Three Mile
Island. Utilities have recognized the situation, and developed training simulators to help
operators respond in such difficult circumstances.

_ Research is needed to develop tools to train system operators ahead of time
for unexpected events. Special attention must be paid to very complex,
spatially and temporally heterogeneous network systems. It is essential to
study different alternatives to solving this very complex problem. For
example, a qualitatively new approach in which system users pre-trained to
jointly respond to local abnormalities at their level interact with intelligent
agents may work better than current strategies. The critical question here is
time: Agents may learn slowly, but must respond instantly when trouble
starts.

d) The Problem of “No One’s In Charge”

With the deregulation of energy companies, no one enterprise is ultimately responsible
during a blackout. As was seen in the California energy crisis, local companies trading energy
in a market economy are motivated to optimize their own holdings. Even shutdowns for
preventative maintenance have become competitive events. It may thus be in a company’s
interests during a crisis to “step out of the way,” and allow some other firm or agency to
rectify the situation. During a crisis, therefore, the power grid may be manipulated to protect
local equipment, rather than the system as a whole.

_ Research is needed to predict how the electrical system, as well as other

grid-based systems, will function under a variety of emergency conditions.
Game theory can be used to evaluate how the system and different
regulatory policies will operate in cases of malfunction, terrorism, and
overload. Research should also explore the possibility of self-organizing
electrical distribution in place of distribution based on fixed and vulnerable
links.

3. Generalization to Other Complex Technological Systems—Modeling and
Simulation
In order to address the problem of cascading failures across technological systems, a
nationwide “grand challenge” research effort should be initiated. The effort should include
the creation of large-scale combined models and simulations of infrastructure, including
roads, rail, electrical plants and power grids, gas plants and pipelines, chemical plants,
population, etc., as well as their interdependencies. For example, a nuclear event that
releases radiation, or a chemical plant explosion that produces a toxic plume, would lead to
mass evacuations, gridlock, perhaps panic, looting, etc. In order to understand these
interdependencies, and thereby reduce ancillary trouble, decision makers at all levels should
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model and simulate faulty or damaged infrastructure, visualize the effects, and ask and
answer what-if questions about managing the chaos.

_ Research should address the modeling of a variety of civil infrastructure

systems and their integration. Models would incorporate a broad range of
methodologies, including coarse-grained mathematical and statistical models,
fine-grained entity models (e.g., how a state governor would respond to
uncertain but critical information, such as the presence of stolen nuclear
material in his/her state), models of natural disasters (e.g., FEMA’s HAZUS
models http://www.fema.gov/hazus/), etc.

In addition to models, researchers need to develop highly realistic simulation capabilities for
a common software environment, based in part on open geographical information systems.
The simulations could resemble the Department of Defense’s distributed simulation efforts
(http://www.dmso.mil and http://www.stricom.army.mil).
Other research needs include:

_ Powerful visualization and human-computer interaction capabilities with
maximum impact on decision-makers;

_ Large chunks of time on major computer facilities devoted to simulation,

perhaps using the installed base of supercomputer centers linked by optical
networks. Other computer resources could be pooled via “grid” computing;

_ Coordination of multiple organizations (governmental and non-

governmental) in order to develop these models and simulations, and,

_ Training for local responders in the use of simulations and simulators.
Case 3: Responses to Earthquakes
Although the general geographical zones and frequencies of earthquakes are known, the
specific location, timing, severity and consequences of a temblor remain hidden from view,
making it potentially the quintessential unexpected event. Data are insufficient for predictive
models to support effective pre-positioning of resources, comprehensive response planning
or advance warning. During the earthquake section of the workshop, we:
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_

Highlighted how the unexpected character and aspects of these natural
events create response problems;

_

Identified recurrent, important task-oriented problems;

_

Located areas where information technology and social science research can
help, and,

_

Discussed the limits of IT and the role of the social context in enhancing, and
impeding, response and recovery.
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1. The Unexpectedness of Earthquakes
The “unexpected” aspects of an earthquake include its scope, its severity (duration and
magnitude), and whether it triggers cascading events that themselves kill or injure people,
destroy property, hamper rescue and delay recovery. Because the affected area is often
large, the full extent of initial and consequential damage cannot be known at the onset.
Facing typically small windows of opportunity for effective rescue (as little as 90 minutes),
responders may over-allocate resources to the most visible damage. But even triage and
similar practices to optimize use of resources can be undermined by new information that
2
may radically change assessments of the event.
a)

Coordination

Vertical and horizontal coordination of responders, their information and their plans is
another problem of earthquakes and other large unexpected events. The initial response to
an earthquake in a large, urban area will likely involve unanticipated “coalitions” of politicoadministrative units at the same level, e.g., towns, municipal agencies and civic
organizations. State and national agencies and organizations will step in later. The implicit
organizational structure will likely be fluid and flat, without pre-established lines of authority
or traditions of collaboration. Yet, the various players will somehow need to create trust and
secure access to one another’s information, plans and resources, on a need-to-know basis.
The social solidarity felt among disaster responders will help, but could rapidly dwindle,
especially if rescue efforts fall short of hopes.
b) Information Distribution

When the area affected by a natural event disaster is large, the information tends to be
uneven in quality, distributed in different repositories, in different formats and with different
modes of access. Real time data integration is problematic, and reliable, synoptic views of
the situation are difficult to acquire. This problem affects coordination among responders at
the technical level, but also at the socio-organizational level, since many responders may not
understand their place in the overall scheme of things.
c)

Diversity in Earthquakes

The vast gulf between an earthquake at noon in an urban setting, for example, and one that
occurs at night in bedroom communities, creates additional problems for response:

_

The lesson of precedent might not be a valid guide. For example, deaths and
injuries may be confined to buildings in one earthquake, but to streets and
crushed cars in the next.

_

The assets at most sites were created with little regard for earthquake risks.
Building codes are insufficient or laxly enforced, property is underinsured,
and environmentally unsound practices, e.g., deforestration, create systemic
vulnerabilities. Behind the lack of preparation are several factors:

2

From an artificial intelligence perspective, the assessment of the situation involves non-monotonic
reasoning and is defeasible. That is, data is viewed configurationally to indicate character or type of the
situation. The additional information may not serve to increase (decrease) the assessed magnitude, but
rather to change the assessment of the character of the event. For example, fresh data on earthquake
damage might reveal that responders are facing a multi-dimensional disaster demanding widespread
evacuations, rather than a single-pronged rescue effort.
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•
•
•
•

Insufficient knowledge and models of what mitigates earthquake
damage and what creates vulnerabilities;
Underestimation of the probability of rare events and hence their risks;
Economic constraints that force people to live in at-risk areas or at-risk
housing, and,
Practices that increase an area’s vulnerability may provide economic
benefits to most parties in the short run or to certain politically powerful
segments in the population in the long run.

_

The people affected by an extensive earthquake will probably not comprise a
homogeneous group. Class and cultural differences will emerge in their
damage assessments, priorities for rescue and recovery and interactions with
professional responders.

_

Social solidarity might suffer, unless socio-economic and cultural differences
are recognized, perhaps by including leaders of the various communities in
the information gathering, planning and decision-making. Such inclusionary
practices, of course, increase the complexity of the response effort.

d) Cascading Events

Earthquakes and other natural events trigger cascades of events with increasing hazards to
the population and property. For example, a Turkish earthquake cracked fuel tanks, which in
turn led to fires and contamination of water sources. The damage can cripple the
infrastructure upon which response efforts depend and compromise mitigation technologies.
In the absence of adequate GIS for the affected area and algorithms for projecting event
cascades, most such tertiary consequences cannot be predicted with confidence.

2. Special information collection and management problems
The dynamics of an earthquake and the complexity of response pose special problems,
including:
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_

Obtaining adequate, accurate, integrated baseline information on the
affected region and on response capabilities, in a form suitable for
assessment, planning and decision-making;

_

Determining and collecting the types of information that are critical for
(emerging) alerts and assessments, and getting accurate, timely updates;

_

Assuring adequate, reliable, scalable communication channels, with flexible
access control, multi-modal capabilities and intelligent interfaces;

_

Keeping the affected population informed and directing its attention
constructively.

_

Establishing and maintaining the information to support vertical and
horizontal inter-organizational coordination, including:
• On-the-run data and information integration;
• Alignment or translation of different organizational categories;
• Flagging complementary or competing response actions, and,
• Incorporating response activities in information streams.
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a)

Contingency Plans

There is a need for a planning architecture (or environment) to support the rapid
development of contingency plans in a pre-event phase and the rapid adaptation of such
plans or development of new ones as needed. Such plans should be:

_

Flexible—responsive to needs and resource constraints;

_

Robust—executable under a variety of damage conditions;

_

Modular—decomposable into discrete units of action;

_

Extensible—can integrate additional response units;

_

Interoperable—actions by one organization can be understood, supported
and even, when needed, performed by others;

_

Scalable—scope of plan can be extended;

_

Timely—planned time frames minimize trauma and damage, contain public
pressure, and anticipate a return to normalcy, and,

_

Implementable—goals can be achieved, given the specified resources and
time.

The planning environment needs also to include interfaces that give user/responders
unambiguous views of their roles, and the chance to track how a change they propose will
affect other parts of a plan (i.e., dependency tracking). The environment should also enable
review, comment and criticism of plans by relevant public parties.
b) Collaborative Decision Making

Given the complexities of information management and coordination during a fluid situation,
decision-makers need a support system for real-time collaborative decisions that:

_

Projects the potential hazard on the basis of fundamental models and data;

_

Models risks under unfolding conditions (cascading events);

_

Uses autonomous agents to filter the information stream for critical, timely
information (e.g., role-based information, alerts);

_

Uses autonomous agents to support low-level coordination among
organizations, e.g., scheduling meetings, resource sharing;

_

Enables prioritization of response actions, projects the consequences of
different priority sets and assesses consistency with chosen priorities;

_

Can show the value of the various response options for different public
groups and private interests in the affected area;

_

Alerts to deviations from plan and tracks their effect on other response
activities, and,
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_

Can project the consequences of triage procedures and supports their
3
implementation.

3. Information management and hazards research
_ Baseline information: In the United States, the use of GIS systems and the

creation of base maps for areas at risk to natural events have grown
dramatically over the past decade. FEMA, for example, has a database for
earthquake regions that is now being extended to hurricanes and floods,
with the aim of being able to track and measure the extent of disaster
damage. There remains, however, the problem of integrating data from
different jurisdictions (for building out the area map) and from different
agencies (for overlays). Developing effective integration methods and
standard data ontologies should be considered a primary computer science
research problem.

_

Tracking and predictive damage modeling: The state of modeling is
unsatisfactory. Models are based on a small amount of data and do not
include the effects of a) dynamic processes that are within the envelope of
“normal” disasters, e.g., shaking and wind patterns, and b) regulatory
regimes (e.g., building codes) and technologies intended to mitigate
damage. Hence research needs to be directed at whether models can be
improved with more accurate data, and, if so, the data types needed.

_

Tracking event trajectories: Can general algorithms for event cascades, like
fault tree analysis, be applied in hazard research to produce useful results?
Are there ways to model the relation of systemic vulnerabilities to these
cascades? This research would require collaboration between system
engineers, computer scientists and environmentalists.

_

Data collection: What are effective architectures for combining/representing/
comparing data that is actively (people in field) and passively (sensors)
collected, and for combining real time and archived data? (This research
would involve both data integration and human-computer interaction
research. DARPA programs on battlefield awareness may offer some
research guidelines.) How can responders best anticipate, collect and
disseminate data that will be demanded by various members of the affected
population as well as by decision makers?

a)

Communications Networks

Research is needed into:

_

Centralized vs. distributed command and control under conditions of hazard
and potential infrastructure damage;

_

Ways of assuring widespread dissemination of reliable emergency
communication equipment and up-to-date training of people in their use;

3

From an information systems perspective, triage could be characterized as an (un)graceful
degradation of the initial plan.
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_

Ways of preventing information overload;

_

Assured transmission of priority messages, given overuse of communication
systems by public in aftermath of event;

_

Secure, expandable emergency systems implemented over varying
bandwidths, with quick, reconfigurable, time-bound access controls, and,

_

Continually updated directory services, with all responders indexed by role
and location, so, someone with the appropriate authority can ask the system
for, say, “the seismologist at Columbia University’s Earth Observatory.”

b) Planning Architectures

We have assumed that effective planning is both model-based and open to input from
different parties that can change the plans. Failures in response (Kobe and Loma Prieta
earthquakes, Hurricane Andrew) were marked by rigid top-down decision-making that
ignored the diversity of the communities being served, the competencies of local responders,
and public health and emergency response infrastructures.

_

For planning purposes, improvements in hazard/ disaster modeling need to
include work on understanding/ representing a) the timelines of the event
and its potential consequences and b) the time constraints on responses.
(For example, because there is a relatively short window of opportunity after
a disaster to mobilize support for future-oriented measures, it might be
appropriate for lawmakers to seek changes in damage control regulations
early in the response phase.);

_

The planning architecture needs to include a library of contingency plans,
databases of response resources and personnel and a mechanism that
provides a first-cut match of situation assessment to a plan and specific
resources and personnel. Plans can perhaps be represented as composed of
operation/ action modules with specific purposes and requirements, so that
an overall plan might be composed of modules drawn from a variety of
plans, according to present needs and resources. How to represent and
index the modules, resources, personnel and situational aspects is a research
problem primarily in the area of artificial intelligence, but such research will
also need direction and insight from disaster response practitioners, and,

_

A related artificial intelligence research need is a plan checker that reviews
the various modules for resource contention and goal conflicts, alerts
planners and decision makers to problems and suggest means of resolving
them, according to known algorithms.

c)

Decision Architecture

We assume two types of decisions during the response phase:

_

Major collaborative decisions regarding the scope and goals of the response
efforts, with some decisions retracting earlier ones. These decisions might
involve representatives of affected communities as well as those of
responder agencies, and,
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_

Decisions made by one or more responder agencies in implementing the
major decisions.

During the response phase, agencies and community representatives will come and go,
warranting research and development in the following areas:

_

Design of GIS based interfaces that visualize the extent and timeliness of
various response options. These will have to be understood by lay people as
well as professionals and support a variety of devices, connected by
networks of varying bandwidths;

_

Visualization and drill-down capabilities for display of an option’s value to a
geographic or interest community, according to standard valuations, like
economic impact;

_

Effective procedures for reaching consensus rapidly under stress;

_

Means of marking important decisions and commitments in online
discussions, and of passing them on to new players quickly;

_

Capability and reliability of autonomous agents for mid-level tasking and
dispatching in responder agencies, on basis of high level choice of response
option. (Development of such capability also requires automated or semiautomated procedure for disambiguating options.);

_

Dependency tracking and anticipation of failure: Effective monitoring of
response efforts, alerting on change or delay in task performance by
responders and notification to other responders of how their own task
performance will be affected;

_

Alerting decision makers when these effects are projected to doom an
option, and,

_

Semi-automatic generation of alerts and briefings to the public on response
decisions, efforts, achievements, revisions, etc.

4. The Limits of Information Technology and Lessons from Disaster Research
Social scientists have developed three models for looking at societal responses to and
recoveries from unexpected natural disasters:
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_

The affected society is so devastated by the disaster that response and
recovery were or should have been handled by professional, outside
agencies;

_

Pre-existing agencies and/or ad hoc groups in the affected society can
respond to the disaster, at least in the first instance, and manage the
recovery, perhaps with some outside help, or,

_

Local, frequently ad hoc, groups respond with some competence to the
disaster and its immediate aftermath. Recovery is limited, however, by these
groups’ lack of resources and by economic and social constraints. These
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constraints created vulnerabilities, like substandard housing, which
contributed to the disaster’s severity. Unless they are reduced, the same
vulnerabilities and risk exposure will be reproduced.
The first model is most receptive to the transfer of information technology research
sponsored by DARPA over the past two decades. This IT research was conducted in a
command, control and communications paradigm. In this paradigm, information is fed
upward from the battlefield and combined with pre-existing intelligence to comprise
situational awareness. The representation of the situation is, in turn, matched to plans, and
decisions implementing suitable plans are fed downward. Available resources are what the
organization itself can supply, and collaboration is usually limited to personnel and units
under the same supreme leadership. The role of information technology is to facilitate
assessment, planning, decision-making and implementation within this situation.
However, actual responses to disasters usually do not and probably should not follow this
model—especially in democratic societies, with many autonomous political units at the local
level. First, social organization and political structure are rarely disrupted to an extent
warranting the imposition of military-style authority; social solidarity and willingness to
cooperate with local leaders usually increases. Second, because of redundancy in or near the
affected area, most critical infrastructure and institutional (e.g., public health) resources
remain functional. (An exception are telephone and other communication systems, which are
typically overloaded with calls from concerned friends and family.) Third, local agencies are in
any case the first responders, with agencies from higher levels, viz., state and federal,
getting involved only after a few days.
Moreover, our analysis of unexpected events confirms that responses fail when a rigid topdown response does not recognize local competencies. Therefore, the second model appears
more appropriate. In it, the main problem for information technology is the coordination of
plans and actions among multiple jurisdiction and agencies, in the context of a cooperative
public (usually composed of diverse communities). In the pre-event phase, the information
systems would be challenged to enable data integration across organizations and to support
a process, open to public input, of harmonized contingency planning. In the response phase,
the challenges would be to coordinate a flat, ad hoc, virtual organization and support a
participatory decision making process. Thus, the response efforts treat the affected
population as both purveyors and recipients of emergency services.
The third model views responses to unexpected against a background of (latent) economic,
social and possibly cultural conflicts. These conflicts and the unequal distribution of resources
and economic constraints increase the vulnerability of the population to the initial unexpected
events and the cascade of events they might trigger. Nevertheless, the affected populations
are not helpless. Even a paucity or absence of a governmental response does not necessarily
lead to breakdown, but often spurs their efforts of self-organization and mutual aid. Their
actions bring to the surface different, perhaps competing, feelings of vulnerability and
priorities across the population. On this view, the challenges for information technologies
include

_

Effective alerting of the at-risk population to the event’s possible after
effects;

_

Support for mediation of conflicts over goals and modes of response efforts,
and,
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_

Information and communication for popularly organized actions.

In addition, recovery efforts that do not address the root causes of the devastation are likely
to leave the population as vulnerable to the next event. Therefore, the information
technology deployed in response should also be tasked with identifying, tracking and
publicizing the systemic vulnerabilities revealed by the event and its consequences.

III.

Critical Areas of Research

Area 1: Infrastructure and Its Protection
The workshop defined “unexpected events” as disasters for which little preparedness exists,
or as disasters with such extreme consequences that response capacity is overwhelmed. The
history of unexpected events is replete with major infrastructure damage. The California
earthquakes of 1989 and 1994 destroyed key links of the transportation system, as well as
portions of the electric transmission system. The WTC attacks damaged roads, electric
transmission lines, and natural gas lines, and destroyed several major commercial structures.
Damage to infrastructure is particularly problematic in unexpected events, because response
and recovery strategies depend on it functioning. Communication systems are needed for
damage assessment. Movement of people and supplies is critical to rapid response, as is
access to energy sources, water supply, etc. Urban infrastructure systems are complex,
characterized by interdependencies within and between systems. Because they function as
networks, a shock in one link can have system-wide effects. Moreover, infrastructure is often
geographically co-located: highway rights-of-way for example may include electric
transmission lines, communications lines, etc. Concentrations of infrastructure (airports,
central business districts) are typically the most vulnerable locales in metropolitan areas.
But infrastructure means different things to different people. A narrow definition would limit
infrastructure to physical structures, e.g. highways, airports, electric generation and
transmission plants and buildings. A broader definition would also include social
infrastructure—the institutions and organizations that provide, manage or regulate public
services. Still broader would be a definition that included the natural environment, e.g. the
air shed. Workshop participants felt a definition in the middle of the continuum would best
enable us to focus on disaster response. Thus, we defined urban infrastructure as:

_

Transportation—highways and roads, railroads, public transport, airports,
ports, pipelines, waterways;

_

Communications—voice and data transmission systems;

_

Utilities—electricity and other energy supply, water and wastewater systems;

_

Structures—public and private structures, and,

_

Management—Institutions that manage the various physical infrastructures.

Infrastructure Research
Two categories of research would help protect infrastructure from unexpected events:
infrastructure-centered studies, and crosscutting research that would apply to other areas.
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a)

Research with Infrastructure Focus

Four areas of research were identified in this category: monitoring technologies, critical
infrastructure, transportation infrastructure, and infrastructure performance and response
outcomes.

(1) Monitoring technologies
Sensor technologies have opened the door to sophisticated monitoring systems that not only
assess damage and vulnerability, provide surveillance, and issue early warnings, but could
set priorities on the protection of facilities and services. Already, bridges can be monitored
for structural soundness. And development is underway of sensors to identify vibrations
predictive of an earthquake.
Surveillance and monitoring technology may be useful for expediting and improving the
efficiency of commodity and traffic flows, as is currently done on a limited basis, through
measurements of highway traffic flows and truck weight in motion. Rapid recognition of
hazardous materials and weapons, the scanning of shipping container contents and
surveillance of suspicious vehicles are other applications to explore.
Monitoring technologies could help prioritize security/surveillance resources, identify
strategies to reduce vulnerability and risk, and provide critical information for preparedness
planning and event response. Sensor technologies are cost-effective, as they can do double
duty in routine functions (e.g. monitoring pressure in oil pipelines, transmission line and
pavement conditions) as well as emergency response.
Research is needed, however, into when and where monitoring is likely to be the most
effective, and into how to transmit sensor data most effectively. Policy issues also arise,
including privacy, proprietary information and appropriate regulatory policies, etc. We also
need to look into using automated systems and communication links to enhance sensor
technology.

(2) Critical infrastructure
While all infrastructure serves some purpose, some infrastructure is more important than
others. Identifying the most critical parts of infrastructure has been recognized, in the
Infrastructure Security Partnership, and Presidential Decision Directive 63 (PDD #63), but
assessments to date are on a system-by-system basis. More research is required to develop
concepts of criticality that address system complexity and interdependencies within and
between systems, as well as damage risk and vulnerability.
Infrastructure is no better than the organizations and individuals that manage it. Response to
the unexpected is hindered when interdependent and interconnected systems are managed
under different criteria and with different operating standards. How might infrastructure
criticality be defined in a multi-agency context? How should choices be made? What impact
would these choices have on investment and management policies? What are the
consequences when unexpected events occur?
In the case of an unexpected event, we need a way to identify critical infrastructure
dynamically. How can criticality be identified in real or near-real time? What sorts of
simulation models or information and communications technology (ICT) might be used?
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(3) Transportation infrastructure
Transportation infrastructure is highly vulnerable to acts of God and man, and disaster
response inevitably involves use of the transportation system to carry significant flows of
both goods and people. Can models be developed that optimize the delivery of supplies and
personnel while responding to and recovering from an unexpected event? The operating
principle must be to get the “right resources” to the “right place” as quickly as possible: in lay
terms, we must be prepared to “FedEx” goods and services into the crisis theater. To effect
this, we need models that include transportation system monitoring, goods and materials
inventorying, and information systems support.
A declared state of emergency allows government to restrict access and take control of the
transportation system. Under what conditions is government seizure warranted? How is
system throughput affected? How do system users respond? Can simulation models be
developed to analyze system control problems?

(4) Infrastructure performance and response outcomes
Response outcomes are a function of infrastructure conditions, including management
practices, response policies, decision rules and policy constraints. For example, an efficient
transportation system with some capacity surplus is a valuable response resource. But little is
known about the relationship between initial conditions and response outcomes. Most
responses unfold sequentially; how is this sequential process affected by initial infrastructure
conditions? How does infrastructure performance affect decision-making?
b) Cross-cutting Research

(1) Better information and communication technology (ICT)
Information and Communications Technology is the most critical infrastructure system,
because effective response to unexpected events is utterly dependent upon timely and
accurate information. How might robust ICT systems be developed? Are “fail-over” systems
possible—e.g. adaptive communications systems that can get around faults or failures or
adapt to link losses? How might we create efficient links between systems? Under what
conditions are redundant systems justified? Can decision support systems be developed that
will assist managers in rapid repairs? How does system connectivity affect reliability?
Interoperability in ICT is a major concern in responding to the unexpected: under the best of
circumstances, hardware and software incompatibilities hinder data and information sharing
even within the same agency. Under emergency conditions, such incompatibilities can lead to
additional damages, slower recovery, and added loss of human life. Research is needed to
break down the barriers among different infrastructure systems, and to promote
interoperability among databases, software, organizations, people, and system/people
interfaces. As with monitoring, this is an area where the benefits would extend far beyond
crisis response.
In addition to technical incompatibilities, there is the institutional problem of barriers
between agencies. We have little understanding of why ICT has proliferated with so many
incompatible elements, or why interoperability has become such a pervasive problem in the
public sector. Research on XML and other universal language approaches will move the
technology solutions forward. Research is also needed on the institutional incompatibilities.
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These may include inter-institutional conflicts, regulatory constraints, lack of incentives, or
lack of clear roles and responsibilities.
A final incompatibility exists between the technical sophistication of ICT system designers
and that of the prospective ICT user. Local government officials, FEMA staff, police or fire
personnel typically have very limited ICT expertise, yet we see highly advanced ICT systems
as the key to effective response. How can we address this gap? Can ICT systems be
designed so that their complexity is transparent? Are intuitive systems possible? What
communications tools might make system design more responsive to user preferences?
ICT has the great power of collecting, manipulating, and synthesizing enormous amounts of
data. But users are interested only in specific pieces of information: “the right information,
for the right person, at the right place and time and for the right cost.” What constitutes an
ideal ICT system for responding to the unexpected? Decision-makers have a particular need
for narrowly tailored knowledge and expertise. Is it possible to design a “virtual expert” ICT
system that would provide access to experts anywhere, anytime?

(2) Modeling tools
Low-probability, high-impact events tend to be highly complex and cascading, meaning that
the damage unfolds over time, and the failure of one system component may trigger the
failure of others, both natural and man-made. We need to develop dynamic models to
simulate such complex events. What is the nature of a cascading event? Can we predict its
path? Are there classes of events characterized by particular event/response patterns?
Dynamic event models also could serve as training and/or decision support tools. Dynamic
models could incorporate decision-maker response, hence allowing modeling of the path of
the event over time and as shaped by varying interventions. In the process, optimal
responses would come clear to the crisis response team.
Another characteristic of low-probability, high-impact events is their diverse nature. Any
number of possibilities, each quite remote, exists for the next terrorist attack, major
earthquake, or toxic spill. Can we develop models that can narrow the realm of the possible?
Are there groups or classes of such events that could then be used in developing
preparedness?
Is it possible to develop what might be termed an agent-based model that learns from
simulations? If so, we might imagine a very powerful modeling tool that would provide
guidance on the potential payoffs of alternative responses, or even determine the best
strategies.

(3) Management of unexpected event response and recovery
Basic management issues are paramount in responding to unexpected events, e.g. who is in
charge, and how they coordinate and cooperate across jurisdictions. By definition unexpected
events are unplanned-for, meaning that existing rules and protocols regarding agency roles
and responsibilities may not be applicable. Research is needed on how to set up new
management structures rapidly. What role can preparedness play? What sorts of institutional
structures are more effective in developing flexible, on-the-fly crisis management? Under
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what conditions does interagency (and inter-sector) cooperation flourish? What sorts of
decision-support tools might enhance crisis management?

(4) Case studies
Each time an unexpected event takes place, a great deal of learning occurs. Major
earthquakes, for instance, have informed engineering practice, emergency response policy,
etc. However, a disaster and its impacts often are not documented until months after the
event, severely curtailing analysis, which cannot fully take place until after documentation.
There is a clear need for careful, detailed, comprehensive descriptions, in as close to real
time as possible, by trained case study researchers. Many of the “lessons learned” will be
about process and institutional relationships. Hence in-depth interviews and extended
observation are critical and can only occur during and immediately following the crisis. Such
documentation is essential for developing an understanding of human behavior under stress,
of the crisis response process, and of the tools and policies that might improve crisis
response. Such documentation is also essential if accurate models are to be developed.
Case studies would also allow careful analysis of preparedness strategies, addressing the
basic question of what worked and what didn’t.

Area 2: Risk Analysis
1. Traditional Definition of Risk and Its Limitations
Traditional risk analysis deals with estimation of the likelihood of an unexpected event and of
its consequences. In the simplest of terms, if

R = Risk
P = Estimated probability of the crisis event
C = Cost related to event
Then the estimated risk is
R = P C.
“Cost” can take many forms: dollars, lives lost, years of life expectancy sacrificed, amount of
the GDP squandered, etc. In most realistic analyses, risk is thought of as a vector.
The risk R as defined above is an average or “expected value” of risk. Decision and policy
makers usually want entire probability distributions of risk. With the simple expected value
definition, a Richter 7.5 earthquake with an annual probability of occurrence P = 10-2 and an
estimated number of lives lost C = 100 deaths, has a risk equal to

R = 10-2 * 100 = 1.
Now consider the risk of a one-kilometer–wide meteorite striking the earth and wiping out
half of planet’s population. Suppose that planetary scientists estimate that the likelihood of
such an event in any given year is 0.33 * 10-9. Half of the Earth’s population is approximately
3 billion people = 3 * 109 .
Thus the expected risk R* associated with this cataclysmic event is equal to

R* = (0.33 * 10-9)*(3 * 109) = 1.
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The risk values associated with the earthquake and with the meteorite are the same, yet our
attempts to plan for and deal with the two events are likely to be very different. That is why
expected risk calculations by themselves may be limited and in some cases misleading from a
policy perspective. More complete analyses incorporate the entire estimated probability
distributions of risks.
In considering unexpected events, we wish to design and build systems that mitigate the
largest risks. For Mother Nature’s risks, i.e. earthquakes, floods, hurricanes, tornadoes,
blizzards, there are often huge databases showing frequencies over the recent course of
history. These databases allow us to estimate the probability of occurrence P with
considerable accuracy. This is the reasoning behind such terms as the “100 year flood,”
because statistics from past floods—gathered over many years—have shown that the river
level exceeds a certain threshold only once in 100 years (on average). In such a case, the
annual risk probability P of having such a huge flood is P = 1/(100).
Unexpected events are another kettle of fish. For some risks, say, of death by homicide,
there are well-established databases, but for others, i.e. terrorist attacks, there are none.
However, we can still interview recognized experts to obtain their best estimates of the
likelihood of various kinds of terrorist events. And we can play with scenario analyses, where
we speculate that a certain terrorist event has occurred and then work out a plausible
scenario of follow-on events and damage predictions. The value of the probability P we
associate with these types of human-created events is not derived from statistical ‘relative
frequency’ analysis. These more intuitive values of P are called “Bayesian estimates”. They
represent expert opinion, not statistical history, but they are no less important in policy
analyses. They are the best we can do.

2. Three Actions in Anticipation of the Unexpected
In human-created risks, there are the notions of deterrence, prevention, and mitigation.
In creating a deterrent effect, policy makers seek to raise the likelihood of capture and
punishment for a potential perpetrator to a level that he finds unacceptably high. Deterrence
has been shown to work for many economic crimes such as larceny and robbery, but less
well for crimes of passion such as murder. However, there appears to be little or no
deterrence possible for the terrorist who will sacrifice his own life to get his point across.
Prevention is making the execution of a bad act more difficult, i.e. “hardening the target.”
Prevention includes such things as passwords in online financial accounts; fences, guards and
dogs around buildings, and checkpoints along roadways. Prevention can be very successful
for a wide variety of potential criminal or terrorist acts.
Mitigation deals with minimizing the loss associated with a bad event. With terrorism, proper
mitigation starts with the design and creation of a swift and appropriate emergency response
system. The workshop concentrated primarily on response.
Deterrence, prevention and mitigation are all closely linked. There is no deterrence for events
caused by Mother Nature whereas there often is for those caused by humans. Prevention can
ameliorate certain natural disasters, such as floods (flood control systems) or earthquakes
(building designs that resist post-quake fire). Prevention can help in many if not most events
caused by humans. Mitigation helps in all types of unexpected events. So, a good response
system may also be said to help deter and/or prevent. An excellent emergency response
system should reduce significantly the cost consequences C of an event. But by the very
nature of reducing C , the humans who might be inclined to commit a particular act may be
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less likely to do so, thereby reducing P as well. There are complex feedback interactions
between and among these aspects of unexpected events, and we should be mindful of them
in our analyses.

3. Research Influencing Probability and Cost
In our work we want to produce societal decisions that change the risks associated with
unexpected events; in risk analysis terms, we want to find a set of decisions d that
significantly reduce risk R, as in R(d) = P(d) C(d). To this end, the NSF should support
fundamental research in a small, highly targeted number of high-payoff areas. This research
should not be confused with consulting, where hundreds of millions of dollars are spent
annually in more or less conventional risk analyses. Nor should it be confused with
operations, such as the buying and operating of motor vehicles and communications
systems. Even the often-mentioned issue of bandwidth compatibility to foster inter-agency
communication is an operational not a research question. NSF should focus on novel,
fundamental research.
P estimate

C and its mitigation

Natural Disasters

No

Yes

Terrorist Acts

Yes
(Include causal mechanisms)

Yes

Figure 1: NSF Interests

Figure 1 displays a simple 2 by 2 matrix with the two rows being natural disasters and
terrorists acts, respectively, and the two columns are P and C, respectively. Our group
agreed that NSF’s concerns are in the reduction of numerical values of P or C in three of the
four boxes of the matrix. The only excluded one is the probability of natural disasters—
something that we cannot control, though we can mitigate it by building flood walls (for
instance) and by installing excellent emergency response systems.
With regard to cost C , we all agreed that in reality it is a vector of costs, in which not all
elements are easily quantifiable. Research questions here include identifying all elements of
the vector C and, to the extent possible, their quantification. Also, we need to identify who
bears each of these costs and how best to mitigate their losses.
Often, loss of life and property in the aftermath of an unexpected event far outstrips losses
at the moment disaster strikes. We need to make sure emergency response decisions are
made dynamically over time in response to information as it becomes available. We would
like to see NSF-funded research on the dynamic, adaptive, decision-making processes of
those in charge during the response to an unexpected event. The stochastic dynamic
programming paradigm could be one methodological way to look at this problem. The issues
are quite complex however, as one is operating in a difficult noisy environment with partial,
often incorrect and even conflicting information. How does one respond ‘optimally’ in such a
troublesome environment?
With regard to the probability P, its estimation in natural disasters is well known via ‘relative
frequency’ calculations. We do not recommend research there. Much less is known about
new terrorist threats, as the underlying causal mechanisms seem to have changed
dramatically in recent times. As a consequence, there is no reliable time series upon which to

32

Responding to the Unexpected

4

base relative frequency estimates of P. Here we suggest research first on demystifying the
terrorist threat. Understand terrorists’ motivations, their capabilities and their constraints
(e.g., logistical, financial, social, etc.) should provide a sounder basis for estimating the
likelihood of possible new attacks. Using Bayesian analysis, role-playing, scenario analysis
and other methods for eliciting expert opinions, we should be able to create plausible
estimates of the likelihood P of various alternative terrorist scenarios.

4. More Fundamental Risk Analysis Research
Traditional risk analysis must be re-targeted towards unexpected events through research
focused initially on terrorist acts.
a)

Taxonomy

To start with, we need to leverage existing risk analysis to produce a standard taxonomy.
Risk analysis means many different things to different people; what’s standard in one realm
is unknown or strange in another. A complete taxonomy, scrutinized by experts, should
isolate those aspects of the many features of risk analysis that may be important in
responding to the unexpected.
b) Randomized Strategies

Some researchers feel one factor that made the 9/11 attacks possible was the largely
deterministic nature of the airline system. 19 dedicated hijackers had studied this system for
months, perhaps years, and knew it intimately. Therefore, they were able to breeze in and
carry out their unspeakable deeds.
Dealing with terrorist threats may be likened to game theory. There are two players: the
terrorists and civilian society. The idea is to devise an optimal game strategy to minimize
society’s risk in entering this (potentially deadly) game. Randomized strategies would help.
That is, civilian society should become somewhat unpredictable in its operations. The current
revised system for airline security has random pre-boarding searches. Other randomized
strategies should be explored.
c)

Dis-aggregation of Terrorism

Terrorism is an all-encompassing word meaning many different things. Its demystification
can be the subject of extensive research. We must create a detailed causal and goalsoriented taxonomy of terrorism, to better estimate risks and design response and mitigation
systems.
d) Regulatory Structure

We need to understand the relationship between regulatory structures and risks and costs.
Federal, state and local regulations are aimed at reducing both, but we have little science to
understand if or when this actually occurs. The airline industry, electric power generation and
distribution systems, telecommunications, and automobiles and highways operate under
numerous regulations, pertaining to safety, qualification of key personnel, and robustness of
4

There do exist databases on the occurrences, frequencies and intensities of various terrorist attacks
prior to 9/11/01. From a Bayesian point of view, the point here is that the 9/11 attacks so changed the
landscape of terrorism that the pre-9/11 data sets may be viewed now as useful only for lower bound
estimates of frequencies and intensities of future threats.
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systems (e.g., collision resistance). But are the regulations tailored to the post-9/11 world?
New building codes are now being considered stemming from the collapse of the Twin
Towers. The regulatory environment of key infrastructure systems must be re-examined, new
science applied and novel rules drawn up, as appropriate.
e)

Decision-theoretic Data Analysis

Given the changing causal mechanisms in the domain of terrorism, we recommend research
to join the traditional “relative frequency probabilist” and “Bayesian” camps into a unified
study. The resulting scientifically based system will incorporate the best of both worlds: hard
numbers derived from previous event statistics, and expert opinion arrived at by more
intuitive methods.
f)

Cascading Causal Mechanisms

We need to undertake research into the dynamics of cascading mechanisms to understand
how to create near-optimal intervention strategies to mitigate damage from the fires,
explosions, toxic releases etc. subsequent to unexpected events, both man-made and
natural. Decision-makers on the scene must be knowledgeable about the risks of such
cascades and take appropriate actions to minimize them. The fall of the Twin Towers in New
York on 9/11/01 is one well-known example. The risk of disease associated with floods is
another. Other vulnerabilities lie in the domains of agriculture, food and bio-terror.
g) Early Warning Systems

We need improved early warning systems for unexpected events, as feasible. A rogue
terrorist such as Timothy McVeigh does not lend himself to early warning, but an asteroid
hurtling toward earth does. Early warning systems should not rely solely on technology, but
on human intelligence as well. “Bayesian data mining” from up-to-date data sets combined
with human intelligence might serve as a basis for an early warning system. The properties
of such systems need to be understood and workable prototypes must be built, tested and
improved.
h) Decentralized Decision-Making

Even if a command structure is set up, the collective actions of many local decision-makers
often determine the effectiveness of the response in the chaotic atmosphere of an
unexpected crisis. Each firefighter, police officer and EMT makes decisions responding to
her/his local environment. We need to undertake research to understand the system effects
of such local decision-making and to design rules of engagement for those who make them
that will move the responding system towards optimality.
i)

Social-Economic-Political Aspects

Any emergency response policy has distributional effects across social, economic and political
lines. We need to understand these so that no one group is inadvertently singled out for an
unfair burden.
j)

Sequential Arrivals of Responders

An emergency response system deploys in waves, first local civilians, then municipal
emergency responders (police, fire, emergency-medical), the state and finally federal
workers. The local community thus is not only the first but also often the key responder. This
was true at 9/11, and during floods, hurricanes and blizzards throughout our history.
Moreover, the very definition of an unexpected event implies that the pre-positioned
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governmental resources in a community or region are not adequate for the response. We
need to understand the limitations of the government-centered and IT-based command and
control model for emergency response. On Sept. 11, people in the World Trade Center
ignored official directives and vacated the buildings. Later, companies from around the USA
shipped supplies and equipment to NYC, and citizens volunteered to help, even though no
one told them to do so. Crisis response design should include residents and nongovernmental organizations, their education, motivation and coordination. Local residents
should be trained in emergency preparedness, local resources should be logged, and informal
features of the system need to be understood and designed into the comprehensive response
plan.

Area 3: Organizational Response, Support and Integration
1. Defining Virtual Organizations
In the immediate aftermath of an unexpected disastrous event (natural or man-made,
accidental or intentional), no one existing organization will have the required expertise or
capability to address the multitude of problems that arise. A new type of organization is
required for an efficient, rapid and effective response. This newly formed group, called a
“virtual organization”, has the following characteristics:

_

Dynamically emergent from elements drawn from multiple existing
institutions;

_

Distributed geographically, temporally, demographically;

_

Comprehensive;

_

Highly dynamic and adaptive (membership may change rapidly);

_

Organized to achieve a temporary (situational) common goal, and,

_

Inclusive of people, agents (software agents or robots), organizations,
software and computational resources, and other equipment. The notion of
including artificial agents and robots as first-class elements in a virtual
organization is a radical one, and is discussed in more detail later on.

Virtual organizations are also referred to as Crisis Teams, Informal Distributed Collaborative
Groups, Networks, Informal Organizations, and Task Forces. Examples of virtual
organizations with which workshop participants were closely familiar include:

_

Response group to 9/11 Flight 93 plane crash in Pennsylvania:
This virtual organization drew elements from the Red Cross, FEMA, local fire
crews, local police, FBI and other local authorities, to respond to these tragic
events. Initially treated as a search and rescue mission, the goal changed as
the hope of survivors faded, and new organizational elements had to be
incorporated on the spot.

_

Gander, Newfoundland looks after diverted flights and people on 9/11:
This virtual organization, made up of members of the local political
administration, airport authority, police, charity groups, religious
organizations, and civilians, took care of large numbers of passengers and
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flight crews diverted to Canada when U.S. airspace shut down for a few days
in the wake of 9/11.

_

Operation Desert Storm (Kuwait):
This military mission could be considered a virtual organization, in that
armed forces units from a large number of coalition countries had to be
brought together to work as a single organization.

DARPA research teamsThe Defense Advanced Research Projects Agency
often requires researchers from different universities to work together to
deliver a research software demonstration or product. For instance, in
DARPA’s CoABS program, research teams from USC, CMU, Oregon Graduate
Institute, and others were brought together to create a prototype mission
rehearsal system.The prime directive here is to understand the virtual
organization in general, to tease out its identifying characteristics, to understand the criteria
for its success or failure, and to hammer out guidelines for its future formation. We also want
to understand the VO’s information technology needs, and construct tools to meet them.

_

2. Intelligent Agents
Including “intelligent agents” as first-class members of virtual organizations is a novel
proposal, thus, it is important to clarify what we mean by an agent. The research field of
agent has yet to arrive at a single agreed-upon definition, but there is consensus on some of
their key properties. An intelligent agent is an entity (e.g., software program or hardware
robot) that is situated in an environment, and is capable of purposive (goal-oriented), flexible
(proactive and reactive), adaptive, and social behavior.
Agents currently are in use in information access, integration and summarization (e.g.,
search engines for the Web); in distributed embedded systems (e.g., sensors); in negotiation
for goods and resources (e.g., for e-commerce or defense logistics); in the creation of virtual
humans and humanoid robots (e.g., for education, training or for helping humans), and as
software personal assistants (e.g., virtual personal secretaries for office work, shop-bots).
Two principal roles for intelligent agents are in forming virtual organizations, and in
monitoring, assisting and adapting virtual organizations. In forming virtual organizations,
agents work to:

_

Locate needs and relevant experts: If the disaster involves a chemical spill,
find chemical spill experts. The experts may be the agents themselves, since
they too are participants in the virtual organization.

_

Negotiate for acquisition of resources: If responding to the disaster demands
air-tankers, decision makers could quickly acquire them from agents in
charge of such resources.

_

Aid in training personnel: Agents could quickly teach personnel (including
other agents) the location, size and special circumstances of the disaster,
and could provide continued guidance.

Other functions include:

_
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Help in routine coordination, performance monitoring: Agents can automate
routine coordination, disseminate key information to relevant team members,
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notify members even if they are not physically present about important
events, monitor whether key individuals are available, and if not, find
substitutes.

_

Provide information, guidance, and security from threats: Agents could also
offer helpful suggestions to guard organization members against threats,
including cyber-attacks.After action what-if analysis: By helping analyze daily
activities and providing feedback, agents could improve the rescue, cleanup
and response activities.

_

Planning and pre-testing response strategies: Agent-based simulations may
assist in evaluating disaster response and contingency planning.

3. Research Issues
The main research issues in virtual organizations break down into three categories: human
virtual organizations; agents and multiagent systems, and the human-agent interface.
a)

Research in Human Virtual Organizations

Understanding the phenomenon of virtual organizations raises several questions, including:

_

Formation: How are virtual organizations formed, and who is assumed to be
a member of this organization? Who is the gatekeeper, and how are
boundaries and membership enforced?

_

Structure: What structure works best for this organization? A traditional
hierarchy, with centralized or distributed leadership?

_

Operation: Given that VO members are drawn from different organizations,
how do they interact and coordinate? What makes their coordination
effective or ineffective? How do they allocate tasks to each other?

_

Dynamics: How do VOs change over time?

Answering these questions will also help in creating tools and technologies, some agentbased, to facilitate smooth functioning VOs.
b) Research in Agents and Multiagent Systems

Critical research issues include:

_

Multiagent collaboration and teamwork: Agents must be able to work as a
team, with other agents and humans. One key research direction is to
develop independent team coordination algorithms, which can be used
across domains and tasks, and which, because of their first-principles
reasoning, can provide flexibility. Past research illustrated the value of such
algorithms for small homogeneous teams (up to a dozen members), but can
their benefits extend to large-scale heterogeneous teams?Distributed
resource allocation and negotiation: Distributed resource allocation with
dynamism, scale and real-time behaviors is critical in multiagent systems.
Agents cannot engage in prolonged one-to-one negotiations, Multiagent
modeling and simulation: Virtual organization formation, organization and
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response tactics must be tested with multiagent modeling and simulations.
Methods and models for such simulations are needed.

_

Pedagogical agents: Research on pedagogical agents that can deliver
instructions anytime, anywhere is crucial.

c)

Agent–Human Interface Issues

Research issues at the intersection of agent and human organizations are very important,
including:

_

Impact of non-human, software agents on decision-making and social
relationships: Does the insertion of agents fundamentally change the
characteristics of organizational decision-making? For better or worse?

_

Limits on agent authority and autonomy: While we are suggesting agents be
first-class citizens of a Virtual Organization, to give them unbridled
autonomy, authority and power is problematic. Should agents supervise
people?

_

Adjustable autonomy: Agents should be designed to give up decision-making
control to humans in key situations, especially if it would ensure effective
organizational performance. Research in adjustable autonomy is in its
infancy, with not even a single major research journal article published to
date. Fundamental advances are essential on adjustable autonomy in
complex multiagent domains.

_

Agent safety, privacy, and security: Agents must guarantee they will avoid
physical or economic harm to humans or their interests, and will protect
5
privacy by refusing to divulge sensitive information. The security of
information communicated via cyberspace to agents must be assured.

Area 4: Policy, Jurisdiction and Regulation
1. A Policy Perspective on Unexpected Events
All human affairs are embedded in social, economic, and political systems. Consequently,
unexpected events have significant social, economic, and political impacts, as do the
responses to such events. Responders bring their own training, experience, and social
context to bear, which can affect the kind and extent of damage, the rate and nature of
recovery and the size and composition of the cost and other impacts.
Policies offer incentives and set constraints in order to shape behavior. Research on two main
themes would most effectively address the policy problems of responding to the unexpected:

_

The content of a useful policy portfolio, and,

_

Optimal policy implementation strategies for different classes of situations.

5

Some researchers inspired by Science Fiction writings of Isaac Asimov have called agents that
guarantee such safety “Asimovian agents”.
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a)

The Purpose of Policy

Public policies express societal values and define public expectations. They address the role
of the state, the limits of state power, and define relationships between citizens and
government as well as relationships between the public and private sectors. Policies both
enable and constrain interaction among governmental jurisdictions, and other ad hoc and
formal networks of individuals and organizations. Fundamentally, policies attempt to balance
among competing interests.
Policies are set by a variety of public and private actors who define problems, set priorities,
make choices and initiate action. Parties compete to be heard, and debate who will benefit,
be damaged by, and pay for various courses of action. Some policy tools offer incentives for
preferred behaviors (tax abatements, for example, to encourage business). Others impose
sanctions on undesirable behavior (e.g., speeding fines and tobacco taxes). Still others
provide information and technical support. Policy instruments are typically combined in
“policy regimes,” establishing an overall approach to a specific issue or challenge.
b) Policy Instruments

Policies are both formal and informal. The legislative branch expresses its formal policy
choices in laws, the executive branch in rules and regulations, and the judicial branch in
court opinions or case law.
Policies can also be embodied in standards and practices. Because government organizations
are often large and influential, the choices they make have far-reaching effects in
professional communities. When a large government agency adopts a certain way of doing
things, it is, in effect, putting policy choices into action. These choices, although they are not
the rule of law, influence strongly the behavior of those under their aegis.

2. The Infrastructure of Jurisdiction
Civil society is organized into federal, state, regional, and local levels, each with specific
authority within a given geographic region. The various jurisdictions are not mutually
exclusive but rather manifest multiple overlapping layers.
The branches of government represent a different kind of jurisdictional structure. At every
level, the legislative, executive, and judicial branches wield different kinds of powers, for two
basic purposes—(1) to carry out their own mandates and (2) to limit and counterbalance the
power of the other branches.
Within the executive branch, governmental agencies assume responsibility for given policy
areas such as the environment, education, human services, or health. Executive agencies
have been called a “fourth branch of government” because they have broad discretion to
carry out legislative mandates or executive policies or to implement judicial decisions.
The last structural elements of jurisdiction are the public functions that government
delegates to the private and nonprofit sectors. For example, many human service programs
are defined and funded by government, but are actually delivered by nonprofit service
organizations operating under governmental oversight. In other situations, formal
government policies are set, but implementation is left to the private sector. Personal privacy
protection on the Internet is one example of a privately implemented policy.
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a)

Jurisdiction-based Capabilities for Response

Every governmental jurisdiction has capabilities that can be mobilized in response to an
unexpected event, including formal authority to act or to compel others to act. The
capabilities include everything from transportation and utility systems, to recognized
community- and faith-based organizations, to common understandings about who makes
what decisions when. Technical, managerial, and political skills represent a third kind of
capability that can be harnessed to response and recovery efforts. Jurisdictions operate
according to well-understood routine processes for getting work done. Some of these
processes can be called upon in crisis as well. Information in the form of raw data and expert
knowledge represents another valuable capability. Jurisdictions also control a wide variety of
physical and conceptual tools for dealing with different needs. Finally, each jurisdiction
usually has rich networks of formal and informal relationships among individuals,
organizations, and communities that can be activated for communication, planning and
operational purposes.
b) Interdependencies

Interdependencies and interactions are a major source of complexity in all systems. In the
policy arena, they can generate authority overlaps, and may leave gaps in capability or
service. The complexities reflect the great diversity of American government and society. This
diversity is generally a strength, providing a myriad of approaches to attacking problems.
However, our ability to understand and manage interdependencies and complexity remains a
serious concern, and is a ripe subject for continuing research

3. A Starting Framework for Policy Research
A way of conceptualizing a policy’s impact on an event is presented in the graphic below. The
graphic shows that all unexpected events are embedded in society and therefore operate in
at least three contexts: social, economic, and political. Within this complex environment,
policy actors have a set of instruments or “levers” which they use, either singly or in concert,
to achieve societal outcomes. We can think of these outcomes as indicators of the overall
quality of life. The policy instruments are linked to outcomes by strategies and
implementation systems that also have social, economic, and political dimensions. While the
framework offers a high-level understanding of how policy shapes the response to
unexpected events, it also presents its own important research questions: What are the
detailed characteristics of each instrument? What are their interdependencies? How should
the desired policy outcomes be defined? What is the range of implementation systems and
strategies? How well do they translate policy choices into desired outcomes?

Starting framework for policy research
Unexpected situation embedded in society
Categories of policy instruments
regulatory
fiscal
technological
informational
interorganizational
coercive

Categories of policy outcomes

Implementation systems
and strategies

economic well-being
human life & health
human rights
environmental quality
cultural heritage
leisure

Figure 2: Starting framework for policy research
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a)

Research Approaches

Research into the policy implications of unexpected events should focus first on standardized
case studies of a wide variety of known events: natural events such as earthquakes and
hurricanes, human-induced accidents such as chemical spills, and human-induced deliberate
actions such as the 9/11 attacks. The case method captures the social, economic, and
political contexts of these rare events, as well as the complex interactions of multiple actors
involved in response. Each case study would gather a standard set of empirical data to
document, understand, and classify specific events according to a typology such as the
simple one presented below.
Quality of response
Good response
Poor response

Type of event

Natural

Northridge Earthquake
Northeast Ice Storm

Human—accidental

Year 2000

Human—intentional

9/11 attacks

Hurricane Andrew
Chernobyl
Exxon Valdez
Bhopal
Pearl Harbor
Anthrax following 9/11
Columbine High School

b) Research Questions to Ask and Apply to Simulations

_

What were the conditions associated with the event? Some of the categories
include:
• Nature of the event;
• Extent of its effects;
• Location and geographic range of impact;
• Social setting;
• Clarity of the threat;
• Nature of pre-planning;
• Capabilities of responders;
• Resilience of the community affected;
• Nature and quality of communication, and,
• Similarity to previous experiences.

_

What information was used--and what assumptions were made in the
absence of information?

_

What policy regimes emerged around the event?

_

Which specific policies were applied, by whom and for what purpose? Did the
policies help the response? Did they weaken it? Were they irrelevant?

_

What are the interactive effects of multiple policies applied by different
jurisdictions or different institutional actors?

_

What policy subsystems were at work among different agencies, levels of
government, and communities of interest within the same area of concern
(such as health or public safety)?
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_

What was the effect of pre-existing policies? On the nature of the event? On
the repertoire of responses?

_

Were there multiple conceptualizations of the problem that activated
different or competing policy frameworks? For example, 9/ll could be
conceived as a civil emergency, an act of war, or a criminal violation.

_

Do different forms of government behave differently in these situations? For
example, when multiple cities are affected, do city manager systems work
differently from mayor-council systems?

The case study results and cross-case analyses would be used to create a meta-model, which
could be used to simulate the effects of various policy frameworks on the ability of
communities and institutions to respond to unexpected events. The meta-model could also
be used to simulate hypothetical events and policy alternatives to understand how policies in
place at the time of an event influence the effectiveness of the response. Such case studies
would help researchers to parameterize models, illuminating important response pathways,
variables, and organizational behaviors. The case studies would also support development of
so-called “encyclopedic databases,” highlighting variables of concern across a variety of
events and jurisdictional contexts.

Area 5: Information Management
1. Definition of Information Technology for Crisis Management
By definition, we cannot fully anticipate the unexpected, but we can try to understand what it
is, and how it was triggered. So while we cannot model specific unexpected events, our
challenge is to create and manage generic models of event types and their effects. Generic
models should represent the informational, physical and social infrastructure, and should
computationally implement and support appropriate risk analysis models.
In addition, we need to design robust systems that provide the computational and policy
infrastructure for supporting crisis prevention, detection, and mitigation. The systems we
design must include a combination of technology, people, processes, and policies, and should
respond gracefully to misuse, dampen cascading, and reduce the consequences of failure.
They should assist with the actual responses to crisis, through all their phases. These
systems should be closely coupled with, and in some cases be part of, the infrastructural
systems. As appropriate, they should incorporate the Virtual Organizations, and operate
within networks. In accordance with the International Federation for Information Processing
(IFIP) Working Group on Dependability, we should strive for a system that “allows reliance to
be justifiably placed on the service it delivers”. Our mission is to identify requirements for
such a system, and explore its feasibility and operation.

2. Information Technology for Crisis Management
a)

Information Gathering and Provisioning

Information provisioning and gathering in unexpected events occurs before, during, and after
the crisis, and covers the event, its causes, involved parties, surroundings, development, and
other aspects. Sources of information include both humans and sensors at the scene, as well
as potentially distant experts, information repositories including databases, codified
procedures, encyclopedic knowledge, the web, etc.
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Appropriate sensor technology would ideally have the following characteristics:

_

Ubiquity: at the extreme, everything is a sensor, constantly monitoring its
own environment;

_

Mobility: deployable as needed under remote control;

_

‘Smarts’: able to evaluate its own input and judge whether anything
unexpected occurs. If so, it will alert the appropriate supervisor;

_

Memory: for recording unusual observations that can be queried during
trace-back diagnosis;

_

Hierarchical organization: low-level sensors at the fringe need to retain less
information and perform less computation than integrating sensors closer to
the center, and

_

Multiplicity of connections: able to communicate via one or more robust
information flow networks, for example, both the web and radio.

In addition, humans, especially people on the spot, can also function as sensors (the
Southern California Earthquake Center assembles surprisingly detailed maps of large-scale
quakes from informal reports by the general public via telephone or website). Technology to
support human sensors includes:

_

One or more generally known access mechanisms, for example collection
point telephone numbers and websites;

_

Existing TV and radio networks’ emergency channels, and

_

Online information about emergency procedures; what information to gather,
and how to gather it; safety precautions; ad hoc measuring and collection
instruments, and reporting procedures.

b) Information Fusion and Validation

Invariably, the crisis management team is overwhelmed by input, especially at the onset. Too
many different events are occurring, too much data is pouring in, too little time is free to
differentiate and classify the incoming information, and too many requests for decisions are
being made. Computing capacity increases each year, but human attention remains a
cognitive constant. When human attention is overwhelmed it shuts down, resulting in stress,
as shown in Figure 3, and seriously impaired performance.
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computing
comms
perf
human attn

time

stress

Figure 3: Stress resulting from disparity between computational performance and human
attention limitations

Technology must intelligently and dynamically fuse information from various sources, and
reinterpret and re-fuse it when conditions and hypotheses change. Crosschecking, validation,
quality estimation, recording in semantically meaningful and hence easily accessible
structures, are other modalities we must develop. The following technologies are the bare
minimum required to meet our aims:
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_

Information typing and type conversion according to metadata specifications,
including data standardization (conversion from local to standard scales and
vice versa);

_

Recognition and interpretation of information in terms of existing domain and
data models, including cross-domain model (metadata) alignment;

_

Validation of incoming information (typically, from on-the-spot sensors) by
cross-checking (against input from experts, from existing domain models,
from the web, and from remote data resources);

_

Estimation of information quality, including its accuracy (margins of error),
trustworthiness (likelihood of being correct), granularity (spatial or temporal
range of application), completeness (representativeness of each crisis event
point or object), and recency (including update/change frequency). Since
much of this information may be considered together for the first time during
the crisis, data-mining techniques for automatically calculating values may be
required;

_

Information recording, both locally and remotely (for archiving and
subsequent analysis), in formats and structures that support quick searches,
easy access, and direct interpretability (important in last-resort cases when
sophisticated data presentation techniques fail and pencil-and-paper is
required), and,

_

Support systems for information presentation planning and design, including
plots, maps, summaries, and other compute-intensive displays. Part of
presentation will be developing tools to automatically learn what kinds of
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information are important, based on requests from the crisis management
team.
c)

Access

As discussed in Area 4, the extraordinary circumstances of a crisis frequently alter
information-access policies, protocols, and preferences. In both military and civilian crises,
responders have found that efficiency is greatly enhanced when more information is made
available to agents than they are normally privy to. Turf wars tend to be set aside; parties
are more willing to cooperate and share information. Response software should manage trust
issues, lifting one burden from the crisis team. Research should involve both computer
science and policy experts, and should include:

_

Preparation of emergency policies and protocols and of guidelines or
methods to rapidly generate such policies and protocols as needed;

_

Policy guidelines for the selection of information and resources when multiple
sources are available;

_

Methods to handle temporary authentication in crises: temporary passwords
and other validations, with expiration dates;

_

Ways to protect against privacy and security violations during the crisis and
to recover from them later: bookkeeping of all intrusions on sensitive
information, logging of individuals with temporary authentication, etc., and,

_

Methods to integrate sensitive and non-sensitive information derived from
numerous sources and to selectively display non-sensitive portions on
demand.

d) Exploitation and Dissemination

Research is needed to alleviate the overwhelming information burden on crisis managers, by
(i) interpreting and digesting information automatically, and by (ii) presenting just what is
needed in the most efficacious form. Relevant technology includes:

_

Tools to support additional information gathering , guided by the nature of
the crisis. The moment a disaster is detected, a cycle of diagnosis and
verification is initiated, to interpret and re-interpret information gathered
from three sources:
• Backward in time : more detailed and widespread review of the event
buildup, re-interpreting information provided by sensors and people;
• Forward in time : increased monitoring / heightened awareness both at
the crisis point and everywhere else, fusing information from sensors
and people, and,
• Outward: gathering expert knowledge on relevant issues, from
individuals, policy manuals, databases, and the web, etc.

_

Tools to rapidly build and maintain accurate models of the crisis as it unfolds.
Such models can serve as the organizational backbone for incoming
information, using automation to classify and update. The tools must be
coupled with the various metadata management schemes and data
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integration and fusion technology. And they must produce models that actual
responders can understand and use.

_

Simulation tools, to allow crisis managers to design and play out ‘what-if’
scenarios. These tools must be closely coupled with the crisis and
information models.

_

GIS and beyond . Maps are of ultimate importance in times of confusion and
crisis, providing a single reference grid upon which all events can be
displayed. They are easily updated and duplicated, and interpretation is
straightforward. Enhanced GIS technology can be of major benefit,
extending maps ‘inward’ to data from sensors and other systems, and linking
the data to the appropriate geographic location.

_

Diagnosing problems is a complex task that may employ algorithms for truth
maintenance, causal reasoning, and planning of verification steps.

_

Information tailoring . By designing computer systems to work with rather
than against human awareness, we can overcome some of the stress on
crisis workers. A manageable portion of information should be displayed in
the ‘push’ mode, where the system demands attention; any other data
should be relegated to the ‘pull’ mode, available only on request.

_

Data mining, text mining, and link analysis. The challenge is to search a vast
sea of data and find the hot spots that can co-vary with or cause crisis.
Automated controls should recognize event triggers, determine likely actors
and instruments, etc. We should be able to use this function during the crisis
and afterwards, during post-hoc analysis of what went wrong, and how.

e)

Collaboration and Orgware

To combat information overload, crisis teams can split up duties. Computer systems can help,
from the mundane (handling email, agenda maintenance, and face-to-face communication)
to the sophisticated (such as virtual organizations and autonomous software agents). The
overall goal is to enable crisis managers to rapidly and easily form collaborative groups, and
to share just the right information without unnecessary information loss (or leakage).
Research is needed into:
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_

Hardware and software to support the ad hoc formation of collaborative
efforts across a wide variety of hardware platforms (not just traditional
computers, but handheld devices, cellphones, even some of the ubiquitous
sensors mentioned above);

_

Adaptation of traditional computer mediated collaborative software to crisis
situations, and,

_

Collaborative technology for organizations that include non-human agents
(virtual organizations).
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3. The Corpus of Information Resources for Crisis Management
a)

Information Types

Given the unexpectedness of the events in question, we must prepare to invoke any and all
forms of information, including databases, sensor measurements, human observer reports,
the web, libraries, experts, etc. We must be able to handle text (on the web, in online
repositories, entered by humans via telephone, the web or via PDAs), GIS (maps, tables,
etc.), images (video, pictures, graphs, etc.), and numerical values (sensor input, computed
values, etc.). Research should focus on the following:

_

Rapidly deployable storage repositories for large amounts of data, especially
sensor readings;

_

Technology for reading, cross-referencing, and displaying media of all kinds,
and,

_

Methods of integrating, fusing, crosschecking, and presenting all this
information in various forms (especially packed ‘under’ a GIS display).

b) Metadata

To facilitate the information triage, filtering, etc., described above, each item of data must be
packaged with metadata, including:

_

Security and privacy information, i.e. classification status; proprietary status
(copyright, corporate secret, etc.), and limitations on use (including
expiration dates). These standards must be brought into conformity, and we
must be able to automatically detect policy violations;

_

Estimates of the information’s quality. Quality characteristics include
trustworthiness (especially important if the data is from a third party source
or human respondent); completeness (important to decision makers), and
sourcing (both the source’s identity and the method of transmission may
have affected information quality). Cross-checking, appealing to external
information, monitoring how the associated information is used (or not), etc.,
are other important functions;

_

Policy / legal information. Responders need to know who has the authority to
use the information, what policies govern it and other turf issues. An analogy
to the military’s coalition warfare model may be useful. Research on policy
formation and maintenance would be helpful, and,

_

Extrinsic aspects of the information. This category includes all additional
annotations (for example, by crisis managers), and links to experts or related
information within the system or elsewhere, such as URLs, etc. Systems that
can automatically locate relevant information, update and cross-link it are
vital.

c)

Schematization and Information Structure

Software, especially information gathering and fusing tools, will have to handle the following
kinds of schematization:
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_

Traditional schema-first information, typical of databases, but also of GIS
and other data-intensive systems. Schemas may be both structural and
semantic;

_

Corpus-like organization, which includes collections of files of text, images,
video footage, etc. Some media have intrinsic metadata that can be
exploited by knowledgeable systems;

_

Semi-structured information, such as webpages observing some but not
necessarily all of the Semantic Web conventions, and,

_

Ad-hoc / extrinsic schematization, typically such media as webpages with
raw hyperlinks, schema-later resources, and so-called rich links.

4. The Long Term Trajectory of Information
Unexpected crisis events present new issues of information processing, including:
a)

Understanding Policy Consequences

During a crisis, existing information security and privacy policies frequently obstruct response
and recovery. In practice, hierarchies flatten, and information becomes freely available, as
people do what needs to be done. Information technology must be designed to
accommodate these necessary shifts. Strategies and methods for rapid emergency policy
reconfiguration and implementation are required. The consequences of temporarily removing
security and privacy constraints should be understood and modeled, as well as the road back
to normalcy. Time-limited passwords and access logs may be appropriate. The lessons of
Gander, Newfoundland, should not be forgotten. This northern town accommodated 6,600
diverted airplane passengers and crews for more than a week after 9/11. Authorities worked
exclusively with paper records, but after the resolution of the event collected and destroyed
all lists of refugees. Technology can do much better than that. Adequate policies and
software must be researched and developed so such extreme measures can be avoided next
time.
b) Understanding Economic Consequences

Technology systems for crisis response must do double duty in everyday life. Unless the
systems are used routinely, the cost of commercializing them will be prohibitive.
No emergency responder is going to learn new systems during a crisis. The military maxim
“train as you fight; fight as you train” holds true: sophisticated systems must be deployed
and worked over before you need them. We must develop technology to be operationally and
in particular economically practical for use in the daily routine well before it is required for an
emergency.
c)

Understanding Technology Transfer

We have learned the hard way that valuable research often does not make it into the real
world. We need strategies, including personnel exchanges, a software clearinghouse, and
possibly direct commercialization, to make sure responding to the unexpected doesn’t remain
on the drawing board. Developers should incorporate significant room for future growth
(‘headroom’) and sensitivity to users (both here and abroad) in designing new technology.
The importance of tight collaboration between researchers, developers and users cannot be
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overstated. Interdisciplinary research, especially between social scientists (policy) and
computer scientists (information technology), is vital, despite the extra cost.

Area 6: Networking and Communication
The unexpected, by its very nature, defies detailed advanced planning. Nevertheless,
directing the right information to the right people at the right time plays a crucial role in
effective response. Communications collect and spread information in a variety of forms
among individuals, sensors, and databases, in the field, at command centers, and at
information resource centers. Controlling access to information while getting it to those that
need it is critical. Demands will be placed on communications, computing, and physical
infrastructure resources (e.g. power) both within and outside the affected area. We must be
able to configure working systems by combining surviving resources with new facilities
connected into the crisis theater.

1. Observed Requirements
Crisis responders have a number of common needs, both met and unmet. They include
situation awareness (communications and access to information one normally would not
have), redundant provision of service (leaving some service in place when parts of the
service are incapacitated), and the ability to reconfigure available resources into a working
system.
An example of the importance of situation awareness is an earthquake. After a temblor,
responders need to know where damage is concentrated and which highways remain in use.
California has a good sensor network for quickly assessing the size of earthquakes, and the
extent of the shaking, enhancing emergency services. During a blackout, responders need to
know where hospital power is out, and where traffic lights are dark, to best allocate
resources. In a nuclear accident, responders have to know the risk of radiation release.
During manmade events, responders must determine whether there has been a deliberate
attack or an accident, and whether subsequent coordinated attacks are likely. In situations
where some parameters of a potentially unexpected event can be forecast (e.g., a
hurricane), responders must know its projected trajectory, and the level of preparedness of
the communities in its path.
Redundancy in communications, power networks, and other critical infrastructure, is another
imperative, more difficult to achieve than one might think. During a 2001 fire in a train tunnel
near Baltimore, for example, carriers routed lines though a single conduit, cutting off Internet
access for significant parts of the Northeast.
Redundancy of critical service centers like 911 dispatch is also important. New York, for
example, has two 911 centers, while Los Angeles has only one. If the L.A. center goes down,
responding to incidents will be a big problem. On September 11, by contrast, although one of
New York emergency operation centers was out of commission, other centers were able to
take over. In some cases, mutual aid agreements between communities can provide backup.
But unless coordination is good, one might find oneself with emergency service operators
who don’t know the region, and therefore provide a poorer level of service. Technology can
help by making information readily available to operators so they are less dependent upon
personal familiarity to do their jobs.
Another problem is making the switch to the backup system. On 9/11, the NYPD’s World
Trade Center equipment was in jeopardy, so they switched to a backup radio system.
Unfortunately, not everyone was informed about the change, and some responders lost their
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links. Similarly, though the New York Fire Department had a backup system, they lost
communication for 28 minutes when their primary radio channels went down.
Priority access to communication trunks is another pressing need. During most crises, the cell
phone system goes down because of overuse. Within the wired telephone infrastructure,
systems like GETS enable limited prioritization of calls, but you cannot tap into them unless
you have a dial tone. Internet connectivity overrides would be useful, if problematic.
Feasibility discussions are underway with the Internet Engineering Task Force.
Internet load-shedding and load-balancing policies could help with unexpected events, as
well as denial of service attacks. The system could drop non-critical traffic, and reduce the
quality of audio or video fidelity, etc., to free up bandwidth for critical communications.
However, such policies are currently beyond our technological reach.
During a crisis it might be necessary to commandeer resources from the private sector,
including construction equipment, telecommunications facilities, generators, or even personal
supplies for rescue workers. A better framework for locating and paying for such resources
would be beneficial. Standards and advance coordination for system assembly are also
needed.
All these scenarios require information sharing across agency boundaries, between private
companies, and among public and private agencies, in ways that diverge from the norm.
Human contacts can bridge the gap, but in some past crises, organizational barriers caused
delays. A better means of coordinating information sharing within dynamic coalitions of
responders is needed.

2. Technology Discussion
Existing emergency communications systems are primarily focused on voice, and are of
relatively limited quality. Geographically dispersed transmitters and control rooms are used to
increase the resilience of communications, but, for economic reasons, only the most
rudimentary back-up systems are deployed. Demand is increasing for more advanced
services, such as messaging and multimedia broadcasts; location tracking of first responders;
maps and blueprints sent to the field; readings from in-situ and recently deployed sensors,
and real-time and time-delayed video and images and/or sketches from the field.
Getting information from the right place to the right person depends on a good
communications infrastructure. The infrastructure must support situational awareness, i.e.
collect information from multiple sources to build a comprehensive picture of the scale and
scope of the unexpected event and the current state of the responses to it. It also must
enhance response coordination, the interconnection of field units, commanders, and domain
experts working together toward an effective reaction.
Compatibility between communications systems is of critical importance. In many of the
trunked radio systems, the waveform used by each vendor is proprietary, making it difficult
for agencies to talk to one another. Work is underway on an open architecture (project 25)
for such systems; we must impose uniform standards if we expect multi-agency response to
unexpected events.
Compatibility of procedures and terminology is also an issue. For example, many of the
responding agencies during 9/11 used different “10s-codes,” which created confusion on
shared frequencies.
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3. Sensor Networks, ad-hoc Networks, and Presence Technology

A critical need is to be able to build ad hoc communication networks out of surviving
communications nodes and new nodes dropped into an area. The networks would quickly
establish communications after land-based networks go down, or in places without
communications to begin with. They can also be used to send telemetry from sensors to
recovery centers. The sensors could be configured to begin communicating with each other,
and aggregating results, at a crisis trigger, (e.g. shaking, detection of a biologic agent) thus
reducing the bandwidth demand on the ad hoc networks.
Presence sensors are another useful technology. They can be used to track responders, find
people trapped in collapsed buildings, or locate domain experts when their help is needed.
Location information normally would be protected for privacy reasons; override mechanisms
need to be in place so emergency operations are not unduly hampered because of
regulations.

4. Regulation and Economic Issues
Economic and regulatory structures can get in the way of emergency response. For example,
deregulation of the power industry has made it so that no single entity controls the power
grid. The phone system and the Internet are similarly decentralized. While this increases
robustness, it makes the systems harder to control. A new role for regulators could be to
provide situational awareness and control of these systems in times of crisis.
Splitting a system into its component parts, such as transmission, generation, and
distribution, can make it more fragile instead of more robust. Pre-planned, pre-established,
and pre-provisioned infrastructure tends to fall apart in unexpected situations, almost by
definition: “points-of-failure” will be revealed and unexpected and horrendous overload will
ensue, resulting in spontaneous collapse. We need radically new technologies, system
architectures, and operational concepts that produce infrastructure that is rapidly deployable,
self-assembling and self-configuring, highly opportunistic and adaptive, and agile and
responsive to shifting priorities and demands placed upon it.
Regulatory issues can also stymie advance planning for emergency response. For example,
discussions to ensure that communication systems don’t all use the same path could raise
anti-trust issues. Planning for at least two carriers to cover particular areas could also be
construed as improperly assigning customers to particular providers.
Service providers who normally operate in a competitive or adversarial manner may need to
collaborate during an unexpected event. Tensions could arise over disclosing information that
might be used by a competitor after the crisis ends.
Rule-based Security

One of the hardest problems in responding to the unexpected is security. New parties, e.g.
responders, need access to data they would not normally have. Normal access may be down,
requiring access through different paths. Additionally, polices change rapidly during a crisis.
Computer systems can only enforce clear, specified policies, creating a dilemma: either one
eliminates access control during a crisis, opening systems to abuse, or one leaves existing
security measures in place, hindering rescue and recovery efforts.
What we need instead is a framework that allows policy to quickly adapt to unexpected
situations. The kinds of exceptional access that will be granted during a crisis must be
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decided on, as well as the means. We need templates for exception policies that can be used
during emergencies. For example, one could issue conditioned authorizations that become
active during a declared emergency; the declaration must be announced securely, and the
exceptional access must be tracked. The templates would then be used to encode details and
define the scope of memoranda of understanding between organizations.

5. Communications Infrastructure
Preparing for the unexpected may require changes in the U.S. communications infrastructure
and in the way companies here do business. These changes must be economically viable as
well as technically feasible. Business needs of resilience, reliability, security, and viability in a
market economy must remain paramount. Engineering solutions to disaster recovery that do
not consider regulatory and business impact analyses are unlikely to succeed. Some of the
main issues are:

_

What are the design principles, concepts, and solutions for the
reconfiguration of communications networks that can sustain and contain the
impact of disasters or attacks?

_

What are the economic, regulatory and jurisdictional issues that affect the
deployment of resilient networks and services?

_

What market-driven mechanisms can be exploited to build resilience into
day-to-day communication networks such that these networks are always
prepared and tested for performance in emergency situations?

_

What pro-active policies will be necessary for the communications industry to
collaborate and coordinate service capacity in the event of a disaster and
translate these into technical solutions?

_

How can we implement priority for recovery use of resources?

_

How can we flag communications priorities?

_

What are the trust issues?

_

How can we expand the general framework for resources allocation across
provider boundaries?

6. Grid Technologies
Grid technologies can help us expand computing resources, and reconfigure them so they are
usable across many agencies. Grid technologies can even assemble pools of computer
resources from private companies and individuals both within and outside the affected area
for use by emergency responders.
Grids enable greater redundancy in the computing infrastructure, and provide faster results
for simulations or other applications to help responders discern the likely outcomes and
consequences of particular events or planned courses of action. But, since responders will
not have control over remote processors, grids must be used carefully. High-security
computer runs suitable for government agencies might not be appropriate for personal home
machines (such as those used in the SETI at-home project). Weather simulations, on the
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other hand, might involve no sensitive information, and therefore be perfect for home PCs.
Priorities must be set so grid use has the maximum impact on the emergency response.

7. Summary of Opportunities for New Research
The complex question of responding to the unexpected opens many opportunities for new
research, including:

_

Survivable infrastructures: Building new communications infrastructures that
can diagnose their own failed and injured components, and re-assemble
themselves from surviving parts, as well as spares and replacements, is of
the highest priority. Researchers must discover how to prioritize
infrastructure access to do the greatest good.

_

Adaptive infrastructures: A variation of a survivable communications
infrastructure is one that can adapt its internal resources allocation
mechanisms to favor the best use. Spare capacity should be allocated to
high-priority usage or to provide a minimum level of connectivity. Tradeoffs
between quality and quantity must be managed; i.e. when transmission
capacity drops, more extensive compression of voice and video streams is
introduced. The system incrementally takes advantage of new resources as
they become available, continuing to balance throughput and quality.

_

Interoperable communications infrastructures: Standard methods for making
systems interoperate are inadequate when responding to the unexpected.
But rather than defining a standard interoperable protocol in advance, we
believe communicating parties should be able to negotiate on the spot how
to interoperate dynamically. Parties would disclose their capabilities, and
discover a lowest common dominator of protocols and data representations.
With more sophisticated processing, we can envision automated translation
of languages or terminology among communicating parties as well as
systems.

_

Heterogeneous wireless infrastructures: Wireless technologies inherently
support the rapid restitution of communications. A new challenge is to
integrate wireless local area networks, cellular networks, and satellite
networks, into a single transparent, rapidly deployable communications
system. Software radios will make possible completely new ways of
harvesting and organizing spectrum resources, building on-demand
communications when and where they are needed. For example, spectrum
can be embargoed from commercial services to support public safety needs.
Or a new waveform, such as ultra-wideband, can be dynamically
superimposed on top of the available spectrum when needed for public
safety purposes.

_

Ad-hoc wireless infrastructures: A large number of unattended sensors
should be distributed throughout any disaster area. Establishing
communications among the sensors, however, will call for the further
development of ad-hoc routing techniques, which must converge rapidly over
a very large number of nodes. Even conventional access devices, such as cell
phones, would greatly benefit by having the ability to communicate with one
another without the need for a centralized infrastructure. Thus, methods for
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achieving communication and interoperation spanning completely
disconnected, sometimes connected, usually connected, and always
connected infrastructure models is an area for further research.
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_

Dynamic coalitions: Research is needed in tools to support information and
resource sharing among dynamic coalitions of responders. The tools must
enable collaboration without forcing agencies to relinquish complete control
of their information and resources. The tools must account for the temporary
nature of the coalitions, and the fact that members may return to their
possibly adversarial roles upon conclusion of the mission.

_

Policy framework for authorization: We need to research, build, deploy, and
integrate a framework for policy management that enables adaptation to
unexpected situations instantaneously when circumstances so demand. The
framework should allow new policies to be centrally generated and
disseminated to enforcement end points without creating new security
vulnerabilities. One of the policy issues would be exception access to
information. The policies should follow pre-established templates, and
encode memoranda of understanding between organizations.

_

Dynamic resource allocation: In existing communications systems, resources
are partitioned and statically allocated. This leads to inefficiencies when
asymmetric demands arise: some resources are over subscribed, others are
underutilized. New methods are needed to more efficiently and effectively
allocate these resources, be they spectrum, time slots, bandwidth, processor
cycles or storage. The resources should be treated as a pool; congestion
pricing and auctions in the business world offer one interesting alternative to
static allocation and priority schemes. Further investigation is needed to
understand how best to share scarce resources, in the case of multiple
resource providers and users, not all of whom may trust each other for
business or other reasons.

_

Using grid technologies: Research in the use of grid technologies in response
to unexpected events should focus on identifying applications suitable for
grid computing and related policy and security issues. In particular,
applications that can be run without risking confidential disclosures should be
catalogued. Owners willing to turn over their computer resources in times of
crisis should be identified. Resources should be identified in advance of a
crisis and classified according to the kinds of risks posed to the data or
computations that might run on them. The resulting database can be used to
allocate computing resources when computing capacity becomes an issue.

_

Designing an Emergency ISP: Research is needed to determine how an
emergency ISP (“e-ISP”) would function as a virtual entity overlaying existing
ISP infrastructure, or alternatively as a physical entity borrowing
infrastructure from current ISPs. The latter model would require government
and regulatory intervention to resolve the issue of spectrum and
infrastructure sharing, anti-trust concerns and FCC spectrum use rules.
Engineering an e-ISP presents other technical challenges, such as developing
ways for future cellular systems to “hand off” the complete ISP core, radio
access networks and mobile devices to the e-ISP

Responding to the Unexpected

_

Embedding communications resilience into future commercial devices, such
as wireless personal digital assistants, 4G cellular phones, gaming devices
and sensor technologies: Operating in a number of modes, these commercial
devices could adapt to conditions at future ground zeros, enabling peer-topeer, store and forward communications through mobile ad hoc networks
and sensor networks. The devices could also seek out available services, and
points of connection to emergency and non-emergency networks.

IV. Modalities for Progress
The Challenge
Responding to unexpected disasters, whether natural or man-made, is one of the greatest
technological challenges ever to face the U.S. Events fall completely outside the range of the
planned capabilities of organizational tasks. Moreover, major components, entirely
unplanned, need to interoperate and policies and technologies need to converge in real-time.
The working group took note that the scope of research and development (R&D) in
responding to the unexpected (RUE) requires a broad range of technologies and
relationships.
Research in responding to unexpected events engages issues ranging from risk assessment
of major assets (human, structural, transactional, etc) to scenario building and organizational
decision systems and architecture. A major focus of the research agenda is the application of
information technology tools and systems. The scope of homeland security research is
beyond the capabilities of even modest-sized research teams. For this reason, we
unanimously believe strong centers and policy and technology testbeds and must be
established to coordinate research, education, and training for responding to unexpected
events under real-world conditions.
A clear consensus exists that these centers should address all aspects of the research,
starting with the risk assessment, preparation, prediction, and prevention of different types
of unexpected events. The effort will be on the level of the most advanced systems-building
R&D efforts of the Department of Defense (DoD). Several federal agencies, in addition to
NSF, must be involved. The research must be grounded in the efforts of social scientists,
engineers and scientists to collect as much knowledge and experience from people who
responded to past unexpected events, and to build a core set of knowledge for developing
organizational processes and information infrastructure to respond to similar events in the
future. Above all, state, local, utility and other non-federal participants in response efforts
must be part of the “user needs, testing, flexibility and acceptance” for all proposed research
deliverables and settings to have any chance of adoption of advanced response methods and
technologies.
NSF is the logical sponsor for the crosscutting R&D necessary for this vital undertaking.
Private sector companies—while embracing interoperability—have for proprietary economic
reasons delayed solutions that would be of great value to emergency responders (such as
robust wireless communication systems). Likewise, intergovernmental participants in
response efforts quickly file away lessons learned, or apply them to their own mission. Too
often, academic researchers are driven by cultural requirements for tenure and
advancement, encouraging them to “narrow-cast” research results, thus reinforcing patterns
that discourage multidisciplinary and inter-departmental collaborations. Only the NSF can
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provide the shared leadership, staffing, resources or urgency needed to innovate “enterprisewide” solutions of coordination, simulation and public communication.
During the workshop we heard about “The Spirit of Pier 92” where New York reconstituted its
emergency response center after losing the old one in the World Trade Center attacks. The
RUE centers should draw on the experiences of shared interdisciplinary professionalism
displayed during 9/11. The achievements of so many individuals and organizations in
responding to the terrorist attacks will be an eternal inspiration to the RUE Centers in how to
collaborate in service of our country, and our future.
Establishing a strong RUE Centers program in NSF will certainly require research partnerships
among academic institutions, federal agencies, private companies, state, local and regional
governments, and volunteer organizations. The research will be multidisciplinary and will
involve close partnership between operational units and researchers. Some special issues
must be addressed in order to focus efforts on responding to unexpected events.

Preparing Partnerships
1. Changing University Culture
The academic community performs most of the basic research in the United States, and is
likely to contribute heavily to RUE/homeland security investigations. A strong foundation for
the initiative will be laid at leading universities. However, homeland security research, by its
very nature, requires strong collaborations between academics and practitioners in building
large systems. But the current university system encourages individual research. The main
motivator is a research paper in a top academic research journal. University professors have
no reward system and limited resources for building large practical systems. Moreover, most
researchers are not familiar with the real-life scenarios of unexpected events, or of the range
of likely responders, from the very sophisticated to relatively unsophisticated.
Strong programs should be established to familiarize all researchers working on projects in
this area with real systems. This could be done using distributed pilots and test beds. But
efforts should also be made to get researchers out into the field, and as appropriate, at some
of the events when they happen. Also, good multimedia accounts of the incidents should be
kept and made available to all participating researchers. For instance, scholarly studies of
various teams of responders and victim self-help efforts, and documentary footage and
websites could be used to collect, catalogue and disseminate lessons learned in various
unexpected events (the documentation is now buried in filing cabinets or response agencies).
Workshops should be organized to educate faculty who want to do research in related areas.
Another important initiative would be to encourage engineering schools to put emergency
responders in faculty appointments. Medical schools usually have research faculty and clinical
faculty. For the purposes of responding to the unexpected, similar reality-linked programs in
academia are essential.
RUE research by its nature must be driven by an applied research agenda and its results
must be transitioned to operations. The Department of Defense has used models that come
very close to what is needed in this situation, requiring researchers in some cases to
transition their results to operations in specific situations. In general, homeland security
research could profit by looking at the successful technology transition strategies that have
been developed and refined over the years in the DoD, and adapting them to the RUE
research agenda.
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2. Partnering with Federal Agencies
Persistence will be required to set up systems to deal with evolving threats, made ever
unexpected by the rapid pace of technology and the growing complexity of society. Agencies
involved in crisis response are not currently motivated to work with researchers. They are
usually busy with their own work and do not have resources to look into long-term research
issues. Moreover, because of privacy related and organizational issues, legal and bureaucratic
impediments block the information-sharing systems that are so crucial in times of crisis.
Workshop participants reported that in the past FEMA and the FAA were not always available
to collaborate with researchers or even to provide data. However, with the spirit and
missions born of 9/11, these roadblocks may disappear. In fact participation in this workshop
revealed a remarkable willingness on the part of New York City, Con Edison and CBS News to
host and participate in a new research agenda.
In addition to funding researchers, it is imperative that we involve very experienced and
capable emergency management officials and operational units in these centers. One
approach could be to provide some incremental funds to these agencies specifically for
working with researchers and developing the next-generation technology. Assigning some
dedicated people to the task would spell progress. However, it is clear that to truly gain the
collaboration of such operational agencies in R&D, major cultural divides must be bridged.
Only projects that address an agency’s core values, missions and goals can win confidence.
In summary, several workshop participants felt strongly that we must fund large-scale
strategic projects and centers in Homeland Security and Emergency Situations, in the DARPA
(Defense Advanced Research Projects Agency) style. Moreover it is essential to fund that
research in coordination with the operational agencies and units working in homeland
security.

Research and Development Initiatives
1. Creating Scenarios
Crisis response usually involves several government agencies, non-governmental
organizations, private companies, voluntary and religious organizations, and individuals
forming dynamic relationships and developing informal protocols to work with one another.
Because of the unexpected nature of the events at question, formation of such impromptu
response units is essential. In analyzing past events like the Northridge earthquake and the
9/11 World Trade Center and Pentagon attacks, it became clear which interactions were
effective and which failed. Clearly, any one of the past situations is not likely to be a perfect
case to model, but by studying them together, an interesting agenda of inter-organizational
communications, interactions, and resource sharing issues should emerge.
The challenge is to catalogue these patterns. This presents very familiar knowledge
acquisition issues. As is well known, techniques for explicit knowledge acquisition are much
better understood and developed than those for tacit knowledge acquisition. Tacit knowledge
acquisition basically amounts to collecting individual stories and anecdotes, and deriving core
principles from them. For each unexpected event, several responders might keep diaries or
write memoirs. Such documents, however, are rare. The centers should develop a
methodology to get as many accounts of the situation and the response as possible, and as
close to the event as they can be. Some video ethnography techniques can be developed to
record important events and then analyze them in details.
All these collections should be properly indexed to make it easy for researchers to break
things down into core technology, communication and interaction methodologies, and
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proactive response approaches. People should be encouraged to share their failures as well
as their successes. Often, you learn a lot more from what didn’t work, or could have worked
better, than from what did. The essential point is to gather the historical patterns for RUE,
and then to build scenarios above and beyond those patterns.

2. Simulation and Modeling
Considering the complexity of interactions among different participants, and the risk from
delays, it is essential to develop tools and technologies for simulations that will help
responders understand unexpected events, their evolution, and the implications of actions
they might take. Such simulation tools could emulate popular software packages such as
SimCity, where one can model the environment and draw operational data from several
databases. Simulations that allow what-if analysis should be a priority. Simulations and
simulation tools, including geographic information systems (GIS) and supporting spatial data,
built prior to and tested through unexpected events proved to be of great value in speeding
the WTC response.
Another need is development of simulation environments like the DoD Simulator Network
(SIMNET) that can be used to train individual operators in how to respond in a crisis
situation. Video games could be developed that combine SimCity- and SIMNET-style
environments into realistic scenarios.

3. Organizational Systems
A major lesson of recent crises is that impromptu, self-organizing cross-disciplinary teams
must be formed if a response is to be timely. In forming these teams, personal connections
and relationships play a major role, leveraging pre-existing networks of trust. It is not clear
how to account for these personal factors in modeling organizational information systems. At
a minimum, information systems should enhance the capabilities and functions of trusted
operational networks and provide technology to encourage responders to work across
networks of trust.
Geographic information systems are the ‘enterprise information systems’ of crisis
management. Many organizations use GIS systems in routine non-emergency settings, and
they have become a basis for e-government, digital democracy and business process reengineering in most agencies. Now we need to develop sensors and other data collection,
data assimilation, and response mechanisms that can leverage GIS into a tool that can
provide an instant, updatable snapshot of any unexpected event. The RUE Centers need to
demonstrate how marginal investments in technology return great value in emergency
scenarios. For instance, New York City’s base-mapping activity, 5 years in the making,
provided 9/11 responders a common lens through which all spatial data was merged in real
time to create a complete picture of all activities. While the RUE Center would not build core
data per se, they could showcase advanced techniques for quickly collecting, updating,
validating and disseminating essential information bases.

4. IT Systems and Vision
Information Technology is the life-blood of crisis response systems. Getting the right
information to the right person, at the right time and place, is the most important task. Most
current IT approaches for information integration rely on existing database tools that are
inadequate for dealing with spatio-temporal, real-time information. The Interoperability
Program of Open GIS Consortium may be the means for rapidly prototyping open standards
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so university and industry researchers can develop better spatio-temporal data integration
tools.
Usability of IT systems remains a major issue. The systems must be easy enough for even
naïve users to operate. Powerful new approaches for presenting such information are
essential. Reliability and dependability of IT systems is also important. If people don’t trust
the information, they don’t use it. IT systems developers also must have a response for
potential cyber-attacks.
Unexpected events usually foster social solidarity. Initial response often is handled by local
agencies and sometimes even by self-organized citizens groups, drawn from diverse
communities. The IT problems thus require a flat, ad hoc, virtual organization, and must
support participatory (rather than hierarchical) decision making by heterogeneous groups.
An integrated vision is critical to addressing all these complex needs. The private sector is
rapidly transitioning from provider resources to IT-based supply chain model, with distributed
customer controls. This may be a good model for responding to a crisis situation in which
many teams must have access to resources coming from disparate places, and resources
must be managed effectively. An interconnected private sector is using its IT systems to
create supply chains, product delivery, and infrastructure for a holistic flexible global system
that can deliver essential equipment, food, clothing and hardware to consumers on the front
line. Likewise, we need a supply chain for taking RUE Center innovations and turning them
into SCOTS (standards-based commercial off the shelf) products and services. This problem
deserves research, and should be included in the Centers’ research design.
But centers must go beyond mere planning for a response. They must prepare the
infrastructure for dealing with unexpected events. A federated system of trusted services for
tracking, managing, positioning, deploying, and applying information resources on a global
scale could also be put to use in uncovering security threats. The very same technologies
that will improve crisis response can help recast the US Intelligence Community as a leader in
a new global intelligence capability to meet the worldwide terrorist threat. But the creation of
such a federated/global system depends upon fundamental advances in trusted system
technologies and policies to provide the level of security and privacy we need.

5. Data Interoperability
Crisis response requires close coordination among organizations using different types of
information systems. Humans are key decision makers, and integral components of the
systems. Moreover, these systems must coordinate and combine databases and resources
maintained by disparate organizations dynamically as the situation unfolds.
Unexpected crises force people to interact with decision systems when they’re on the brink of
information overload. The ability to focus human attention on essential information depends
on integration, visualization and response to information. Data interoperability is a prerequisite to data integration; without it, decision makers cannot find out what they need to
know. Many governmental units have been developed over the years resulting in legacy
systems that do not interconnect. Sometimes, agencies are legally prevented from sharing
information because of privacy and confidentiality concerns. Research approaches, using
modern computing architectures and tools, can satisfy all concerns. Such efforts must be a
major component of any RUE center’s mission. A meaningful research program in this area
would require pulling together several organizations and developing an information
infrastructure for them to integrate and present information in a meaningful way.

Responding to the Unexpected

59

Centers for Responding to Unexpected Events
Crises can be of many different types ranging from natural disasters to accidents resulting
from unintentional errors to malicious actions taken by certain individuals to harm a segment
of society. While there are common threads in responding to all unexpected events, there are
also differences. Certainly, some geographic areas are more likely to face certain kinds of
natural or man-made disasters than others. It makes sense to have certain RUE Centers
specialize in disasters tied to their location. All in all, there should be one or more few
National Centers for Crisis Response, several regional centers for location-specific crisis
response, and several local centers specializing in practical and response-oriented work, and
combining core as well as geography-specific expertise. Obviously, there should be close
coordination, so that National centers act as hubs for Regional Centers, and Regional Centers
act as hubs for Local Centers.
Many of the existing research centers established by the NSF and other research-funding
agencies focus on access to unique instruments and infrastructure, such as a
Supercomputing facility, or bring together academic researchers in a particular discipline.
Setting up the RUE centers will be a more demanding task, in that they will not only provide
unique science and engineering facilities and instruments, but will require close participation
by, and interaction among, researchers and practitioners from different disciplines. The
resulting culture of the RUE centers will be very different. A major focus will be to build
knowledge about teaming activities typical of crisis response. Such situations produce very
dynamic emergent structures. These structures enhance the response, but also can produce
undesirable activities. The factors contributing to both scenarios need to be well understood.
A major goal of these centers will be to develop a culture for continuously transitioning
knowledge and technology to the operational communities. This is very different from the
usual academic model of handing over technology to a company, or creating a start-up. A
continuous process of reviewing user requirements, knowledge generation, collaboration,
validation, acceptance/implementation and incorporating new user needs must be
encouraged.

1. National Centers, Testbeds and Pilots
National Centers and Testbeds will bring together researchers from many disciplines to
address the big picture of RUE. Some will be organized by geographic threat. Others may be
focused on technologies tailored to an array of threats. In all cases, resources must be
provided to develop powerful simulation and modeling approaches to help understand crisis
situations as well as to respond to them.
The Centers will develop, test, integrate, and evaluate new capabilities in realistic settings.
The establishment of testbeds throughout all sectors of government, industry, and academia,
will promote the accelerated transition of emerging technologies as an extension of existing
systems and as a natural dimension of future systems.
By bringing together researchers and practitioners in all aspects of crisis response, the
centers will develop knowledge, technologies, and methodologies required to understand
crisis situations as they unfold, to shape people’s reactions, and to minimize damage to life
and property.

2. Technology-Focused Centers
Some centers will focus on developing core competencies for responding to all crisis
situations. To give one example, research in agent technology holds out the promise that
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someday soon, software components will act autonomously in support of people, and that
systems will emerge to control the aggregate behavior of heterogeneous human/computer
multi-agent teams.

3. Regional Centers
Regional centers will bring together practitioners, researchers, and agencies in specific types
of crisis situations, such as earthquakes. They will focus on creating and maintaining
knowledge, developing technology, processes, and methodologies related to their area.
These centers will interact with National Centers to take advantage of the knowledge base
and technology being created there.
A major role of the regional centers could be to provide adequate testbeds for
experimentation in realistic situations. Old sets of data, possibly from earlier crisis situations,
may be used in these testbeds.

4. Local Centers
Local centers will create and maintain local databases critical to responding to unexpected
events. One of their functions will be to make sure their technology and processes will work
efficiently when the time comes. Local centers will adopt the response technology and
processes best suited to their local conditions. Cultural and ethnic differences in the
population must be factored into the research and planning process. Rural and agricultural
communities might be able to use local centers to “level the playing field” by adapting the
technology and experience of their big city cousins to local conditions. Ways of raising and
shipping food and livestock without disease, notwithstanding unexpected events, might be an
appropriate area for study.

5. Education, Outreach and Training
Another very important role of these centers will be to provide education and training to
people in RUE. Educational and training technology research will develop the means for
briefing and advising people in a concise, helpful, “just in time” and non-obtrusive manner.
The education systems must incorporate open architectures to assure wide public adoption,
in furtherance of the goal of global integration of planning for the unexpected.

Required Investment Levels
Grants to individuals and small-to-medium sized groups
These grants would support a range of the best individual researchers and interdisciplinary
research groups in focused efforts to investigate and draw lessons from past experiences,
and to develop and study new policies, procedures, organizational structures, technologies,
and systems. The recommended funding level for each individual grant is $100,000 to
$300,000 per year; each group grant will require $300,000 to $1 million per year.
Approximately 100 of the individual grants and 40 of the small-to-medium group grants are
recommended, for a total of $22 million to $70 million annually. The upper ends of the
funding ranges are to enable serious investigations of large-scale systems.
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Centers
Centers provide a means of developing broad, integrated visions and of supporting larger
efforts to bring together a diversity of participants from across academic disciplines and
institutions, government sectors (federal, state, and local), communities, industry, response
agencies, and non-governmental organizations. Centers would have the scope and duration
to take the lead in providing coordination and continuity, in identifying strategic research and
development directions, and in developing open architectures and standards. Full-time staff
and access to both the operational community and society at large would enable the Centers
to develop, test, integrate, and evaluate new capabilities in realistic settings. The Centers
could also be expected to develop and house simulations, testbeds and knowledge
clearinghouses for use both by themselves and by the broader community, and to provide
continuous education, outreach, training, and transfer of technology to the full panoply of
relevant communities. It is essential for the Centers to not only incorporate key players from
all relevant communities as central participants, but to reach out to the broader membership
of the communities outside their doors.
Two types of Centers should be created: a relatively large number—20 to 30—of Focused
Centers and a small number—2 to 3—of National Centers. Focused Centers would hone in on
particular geographical areas (such as a city, state or region), types of unexpected events
(such as nuclear, biological, chemical, explosion, earthquake, flood, hurricane, tornado, fire
or blackout), or classes of technical or social issues (such as infrastructure protection,
security with privacy, or geographic information systems). A number of such Focused Centers
already exist—keyed into, for example, earthquakes or wireless communications—while
others still need to be created. Each Focused Center would require funding of $5 million to
$10 million per year, for an annual total of $100 million to $300 million.
National Centers would encompass a menu of capabilities comparable to those provided by
several Focused Centers; however, they would also be uniquely responsible for the largestscale and most crosscutting activities, coordinating and integrating across the Focused
Centers and individual/group grants. They would establish partnerships to enable the sharing
of resources, knowledge, and systems; develop large-scale simulations, testbeds, knowledge
repositories, and set research and development directions that integrate the contributions of
multiple Focused Centers and grants. They would also coordinate the participation of—and
education, training, outreach, and technology transfer for—the full range of stakeholders.
Each National Center would require funding of $20 million to $30 million annually, for a total
of $40 million to $90 million per year.
Putting it all together, the grand total of recommended support is $162 million to $460
million per year depending on the number of centers to be built. We strongly recommend
that the National Science Foundation support such a balanced program to provide the nation
with the capabilities it so desperately needs to effectively respond to the unexpected.

V. Conclusion
The events of September 11, 2001, require that we take a comprehensive look at how we as
a society can respond to and recover from unexpected events—events that far outstrip our
previous planning and resources. Many agencies are investigating how their mission is
affected by how the world changed on 9/11; they are engaging in research that fits within
their specific mission. What is missing is an approach to the problem that integrates all
relevant issues in the fields of policy, engineering and social sciences.
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With the help of domain experts, experienced responders and researchers in a host of
scientific disciplines, the workshop on Responding to the Unexpected took the first steps in
that direction. It studied examples of unexpected events from the multiple viewpoints of the
participants and identified commonalities in the needs—meet and unmet—of the response
teams. The workshop then identified the main research directions that would help in
satisfying the needs previously identified.
But these were indeed only the first steps. The roadmap sketched out here must be followed
for its benefits to fully materialize. The workshop therefore also set itself the goal of spelling
out the modalities that will ensure research progresses towards solutions.
Key to progress is the creation of research, development and training centers at different
scales and levels: local, regional and national. We estimate the total cost of such a program
at between $160 and $460 million a year, when it is fully funded. This is an investment we
cannot afford to forego.
We feel very strongly that the NSF must be prepared to provide leadership in the
management and response to unexpected events, an area with little culture of integrated
research. Only through major centers can the NSF accomplish the required transformation of
our nation’s ability to respond to unexpected events.
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